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1.12 SHAWANO COUNTY HIPAA PRIVACY AND SECURITY POLICY  
1.12.1 GENERAL PRIVACY (Confidentiality) POLICIES [Guiding Principles]  
1.12.1.1 STANDARD USE AND DISCLOSURE 
 
Purpose  
The policies found in this section provide the foundation for Shawano County’s privacy and security practices. 
This section defines Protected Health Information or PHI, and provides a detailed description of data elements 
that are considered to be identifying information. This section also defines personal representatives, Shawano 
County’s responsibilities for verifying the identity of individuals requesting PHI, and establishes that Shawano 
County will disclose its practices related to the use and disclosure of PHI in its Notice of Privacy Practices.  
This section also establishes that Shawano County will only use and disclose information in the most 
appropriate fashion, defined by the limitations of job function and “need to know”, in its “Minimum Necessary 
Use” policy.  
 
1.12.1.1(A) PROTECTED HEALTH INFORMATION(PHI)/DE-IDENTIFICATION OF PHI  
 
Purpose  
The purpose of this policy is to define the term “Protected Health Information” or “PHI” for use in these policies, 
and to provide examples of the data elements considered to classify client data as “identifiable”.  
 
Policy  
a. Protected Health Information includes information maintained or transmitted in any form or medium. 
Protected health information, [also individually identifiable information], as used in these policies is defined as a 
subset of health information, including demographic information, collected from an individual. It is created or 
received by a health care provider (including Shawano County), health plan, employer, or health care 
clearinghouse. It relates to the past, present, or future physical or mental health or condition of an individual; the 
provision of health care to an individual; or the past, present, or future payment for the provision of health care 
to an individual. In addition, the information identifies the individual; or can be used to identify the individual.  

 
The following is a list of data elements that are considered to be an identifier of an individual (the data elements 
listed below may relate to relatives, employers, or household members of the individual):  
1. Names;  
2. All geographic subdivisions smaller than a state, including street address, city, county, precinct, zip code, and 
their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly 
available data from the Bureau of the Census:  
(i) The geographic unit formed by combining all zip codes with the same three initial digits contains more than 
20,000 people; and  
(ii) The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is 
changed to 000.  
3. All elements of dates (except year) for dates directly related to an individual, including birth date, admission 
date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of 
such age, except that such ages and elements may be aggregated into a single category of age 90 or older;  
4. Telephone numbers;  
5. Fax numbers;  
6. Electronic mail addresses;  
7. Social security numbers;  
8. Medical record numbers; 
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9. Health plan beneficiary numbers;  
10. Account numbers;  
11. Certificate/license numbers;  
12. Vehicle identifiers and serial numbers, including license plate numbers;  
13. Device identifiers and serial numbers;  
14. Web Universal Resource Locators (URLs);  
15. Internet Protocol (IP) address numbers;  
16. Biometric identifiers, including finger and voice prints;  
17. Full face photographic images and any comparable images;  
18. Any other unique identifying number, characteristic, or code.  
 
b. Health information that does not identify a client is not PHI, and does not need to be treated consistent with 
the principles set forth in these policies. Health information does not identify the client if:  
1. The identifiers listed in section (a) of this policy are removed from the record or transmission of health 
information; or  
2. A person with appropriate knowledge of and experience with generally accepted statistical and scientific 
principles and methods for rendering information not individually identifiable:  
(i) Determines that the risk is very small that the information could be used, alone or in combination with other 
reasonably available information, by an anticipated recipient to identify a client who is a subject of the 
information; and  
(ii) Documents the methods and results of the analysis that justify such determination.  
c. Protected Health Information does not include information in education records covered by the Family 
Educational Rights and Privacy Act or employment records held by an entity in its role as an employer.  
 
1.12.1.1(B) PERSONAL REPRESENTATIVES, CLIENT/CLIENT AND MEDICAL RECORDS DEFINED  
 
Purpose  
The intent of this policy is to define the term “Personal Representative,” “Client” and “Medical Records and 
Medical Records Department” for use throughout this ordinance.  
 
Policy  
a. For the purposes of these policies (related to use and disclosure of PHI), Shawano County will treat a person 
as a personal representative of a client if, under applicable law, that person has legal authority to act on behalf 
of a client in making decisions related to health care. Throughout this ordinance, the term “client” shall refer to 
any client, client, inmate or person who uses or receives medical care or medical services from Shawano 
County. Medical Record shall refer to any record, data, or storage of PHI in any form. Each Department shall 
designate a Medical Records Custodian for each and every type of medical records whose responsibilities shall 
include the safeguarding, storage, retrieval, and use of such record, in accordance with this ordinance. A 
Department may have a unified Medical Records Department which shall have such duties over all medical 
records within the Department.  
b. When the client is a minor under the age of 18, Shawano County will treat the minor’s biological or adoptive 
parent (with legal custody), legal guardian, or other person who has been delegated the authority to make 
health care decisions on behalf of the parent pursuant to Wis. Stat. § 48.979 as a personal representative of 
client in making decisions related to health care, unless the minor client is considered legally emancipated 
under Wisconsin law by way of lawful marriage, and the minor client expresses a desire to exclude his or her 
parent from the minor client’s health care decision-making.  
c. A person may not be a personal representative of a minor, and the minor therefore has the authority to act as 
a client, with respect to PHI pertaining to a health care service, if:  
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1. The minor may lawfully obtain such health care service without the consent of a parent or legal guardian and 
the minor, a court, or another person authorized by law consents to such health care service; or  
2. A parent, guardian, or person delegated parental power pursuant to Wis. Stat. § 48.979 assents to an 
agreement of confidentiality between a covered health care provider and the minor with respect to such health 
care service.  
d. If under applicable law an executor, administrator, or other person has authority to act on behalf of a 
deceased client or of the client's estate, Shawano County will treat such person as a personal representative, 
with respect to PHI relevant to such personal representation.  
e. Shawano County may elect not to treat a person as the personal representative of a client if: (i) the client has 
been or may be subjected to domestic violence, abuse, or neglect by such person or (ii) treating such person as 
the personal representative could endanger the client’s safety.  
 
1.12.1.1(C) MINIMUM NECESSARY/NEED TO KNOW  
 
Purpose  
This policy presents the primary principle defining how PHI will be used and disclosed throughout Shawano 
County.  
 
Policy  
a. Access to information in the possession of, or under the control of Shawano County must be provided based 
on the need-to-know. In other words, staff members and business associates will be given access to PHI, 
and/or PHI will be disclosed to them only when there is a legitimate clinical and/or business need for the 
information. Staff and business associates must not attempt to access PHI unless they have been granted 
appropriate access rights and have a clear business reason to do so.  
b. Accordingly, Shawano County’s approach to ensuring client privacy and data security is to implement policies 
and procedures, and employ technological tools that restrict access and uses of PHI based on the specific roles 
of its workforce, to include employees, contractors, physicians, volunteers, other temporary workers, and 
business associates.  
c. Shawano County will limit access, use and disclosure of PHI to the “minimum necessary” to achieve the 
intended purpose regarding the access, use or disclosure of PHI. Each affected Shawano County Department 
will establish specific policies and procedures to guide any routine uses or disclosures of PHI, except as 
provided below. To the extent practicable, Shawano County will only access, use and disclose a Limited Data 
Set in order to comply with the “minimum necessary” requirement, or otherwise comply with guidance set forth 
by the Department of Health and Human Services from time to time relating to the minimum necessary 
standard. A “Limited Data Set” is PHI with all of the following identifiers removed: (i) names; (ii) postal address 
other than town or city, state and zip code; (iii) telephone numbers; (iv) fax numbers; (v) electronic mail 
addresses; (vi) social security numbers; (vii) medical record numbers; (viii) health plan beneficiary numbers; (ix) 
account numbers; (x) certificate/license numbers; (vehicle identifiers and serial numbers, including license plate 
numbers; (xii) device identifiers and serial numbers; (xiii) Web Universal Resource Locators (URLs); (xiv) 
Internet Protocol (IP) address numbers; (xv) Biometric identifiers, including finger and voice prints; and (xvi) full 
face photographic images and any comparable images.  
d. Shawano County will review non-routine requests for information on an individual basis, determine whether 
the PHI requested is the minimum necessary, and respond appropriately.  
e. Shawano County will not apply “minimum necessary” standards to requests for information from the client, 
requests by a health care provider for the purpose of treatment, to any disclosures required by the Secretary of 
Health and Human Services for the purposes of determining whether Shawano County is in compliance with 
HIPAA, to any disclosures required by Federal, State or local laws, or to any disclosures which have been 
appropriately authorized by the client or his representative pursuant to a valid authorization under HIPAA.  
f. Shawano County will rely on a requested disclosure as the minimum necessary for the stated purpose when:  
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1. Making disclosures to public officials as required by law if the public official represents that the information 
requested is the minimum necessary for the stated purpose;  
2. The information is requested by another healthcare provider;  
3. The information is requested by a researcher, provided the requirements of Policy 1.12.1.3(E), “Uses and 
Disclosures Not Requiring Authorization or Opportunity for Objection”, “Research” section, are met; or  
4. The information is requested by a professional who is a member of Shawano County’s workforce or is a 
business associate, who represents that the requested information is the minimum necessary to perform a 
service on behalf of Shawano County.  
g. Shawano County will also limit and monitor its requests for information from another healthcare agency, 
health plan or clearinghouse.  
 
1.12.1.1(D) NOTICE OF PRIVACY PRACTICES 
 
Purpose  
This policy establishes that Shawano County will communicate its privacy policies with its clients.  
 
Policy  
Shawano County will provide adequate notice of its information practices to its clients. Shawano County will not 
use or disclose information in a manner inconsistent with that notice. The Notice of Privacy Practices is 
discussed in further detail in Policy 1.12.1.3(A), “Acknowledgment of Notice of Privacy Practices Requirements,” 
and Policy 1.12.1.3(D), ”Notice of Privacy Practices.”  
 
1.12.1.1(E) VERIFICATION OF PERSON(S) REQUESTING PHI  
 
Purpose  
This policy establishes that Shawano County will not release information to unknown individuals.  
 
Policy  
Specific procedures have been developed, and will be followed, to verify the identity of persons requesting PHI. 
For each disclosure of PHI to an individual or Shawano County that is not known by Shawano County, Shawano 
County will take reasonable steps to verify the identity and authority of the individual to have access to the PHI 
prior to any disclosure to such individual.  
 
1.12.1.2 SHAWANO COUNTY REQUIREMENTS FOR USE AND DISCLOSURE  
 
Purpose  
The policies in this section address the requirements for the use and disclosure of PHI related to specific 
Shawano County relationships (e.g. vendors, payers) and operational functions such as research.  
 
1.12.1.2(A) AFFILIATES/MULTIPLE COVERED FUNCTIONS  
 
Purpose  
This policy identifies Shawano County with multiple covered entities, and describes how its privacy policies will 
be applied.  
 
Policy  
a. All Shawano County departments which provide, supervise, or monitor health care of clients or clients 
including, Human Services, Public Health, Personnel, the Jail, the County Veteran’s Service Officer, ADRC and 
Worker’s Compensation will comply with the privacy and security policies defined herein. Each of these 
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departments will participate in Shawano County’s overall security program, and will be subject to the 
governance of that program.  
b. A department that is part of the health system may use or disclose PHI with other entities within the 
department only.  
 
1.12.1.2(B) BUSINESS ASSOCIATES  
 
Purpose  
This policy defines the rules associated with disclosing PHI to “Business Associates”. “Workforce,” for purposes 
of the definition below, means employees, volunteers, trainees and other persons whose conduct, in the 
performance of work for Shawano County, is under the direct control of Shawano County, whether or not they 
are paid by Shawano County. The term “Business Associate” is defined at 45 C.F.R. 160.103 and, with respect 
to Shawano County, would include the following:  
• A person or entity who, on behalf of Shawano County or of an organized health care arrangement in which 
Shawano County participates, but other than in the capacity of a member of the Workforce of Shawano County, 
creates, receives, maintains or transmits PHI.  
• A person or entity who provides, other than as a member of Shawano County’s Workforce, legal, actuarial, 
accounting, consulting, data aggregation, management, administrative, accreditation or financial services to or 
for Shawano County, or for an organized health care arrangement in which Shawano County participates, 
where the provision of such service involves the disclosure of PHI from Shawano County or such arrangement, 
or from another Business Associate of Shawano County or such arrangement, to the person or entity furnishing 
the services.  
• Certain other organizations, such as health information organizations, e-prescribing gateways, or other 
persons that provide data transmission services to Shawano County with respect to PHI and that require access 
on a routine basis PHI, and persons that offer personal health records to one or more individuals on behalf of 
Shawano County.  
 
Policy  
Requirements of Disclosure  
a. In dealing with business associates, Shawano County will allow a business associate to create, receive, 
maintain or transmit PHI as necessary for the business associate to provide services, functions or activities on 
behalf of Shawano County. However, Shawano County will obtain satisfactory assurance from the business 
associate that it will appropriately safeguard the information.  
b. It is not necessary to establish a business associate agreement for disclosures made by Shawano County to 
another health care provider for the treatment of the individual because such providers are not considered 
business associates when merely providing treatment to clients.  
c. Shawano County will document the satisfactory assurances through a written contract or other written 
agreement (i.e. a business associate agreement) with the business associate.  
d. If Shawano County is aware of a pattern of activity or practice that violates the satisfactory assurances the 
business associate has provided to Shawano County, the business associate will be in noncompliance with the 
agreement, and Shawano County will make reasonable efforts to cure or end the violation. If steps to end the 
violation are unsuccessful, Shawano County will consider the feasibility of terminating the business associate 
agreement. If termination of the business associate agreement is not feasible, Shawano County will report the 
violation to the Secretary of the Department of Health and Human Services.  
 
Business Associate Agreement  
a. The agreement must establish the permitted and required uses and disclosures of such information by the 
business associate. The agreement may not authorize the business associate to use or further disclose the 
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information in a manner that would violate Shawano County’s privacy and security policies or the requirements 
of the 45 C.F.R. Part 164, Subpart E (the “Privacy Rule”) if done by Shawano County.  
b. However, the agreement may permit the business associate to use and disclose PHI for the proper 
management and administration of the business associate, and to carry out its legal responsibilities. The 
agreement may also permit the business associate to provide data aggregation services relating to the health 
care operations of Shawano County. If the agreement permits the business associate to disclose Protected 
Health Information for the proper management and administration of the business associate, or to carry out its 
legal responsibilities, the agreement must provide that the business associate may only disclose the Protected 
Health Information if: (i) the disclosure is required by law; or (ii) the business associate obtains reasonable 
assurances from the person to whom the information is disclosed that it will be held confidential and used or 
further disclosed only as required by law or for the purposes for which it was disclosed to the person and the 
person notifies the business associate of any instances of which it is aware in which the confidentiality of the 
information has been breached.  
c. The agreement must provide that the business associate will:  
1. Not use or further disclose the information other than as permitted or required by the agreement or as 
required by law;  
2. Use appropriate safeguards to prevent use or disclosure of the information other than as provided for by the 
agreement and comply with 45 C.F.R. Part 164, Subpart C (the “Security Rule”);  
3. Report to Shawano County: (i) any use or disclosure of the information not provided for by the agreement of 
which it becomes aware; (ii) any breach of unsecured Protected Health Information as provided in 45 C.F.R. 
164.410; and (iii) any security incident of which it becomes aware;  
4. In accordance with 45 C.F.R. 164.502(e)(1)(ii), ensure that any subcontractors that create, receive, maintain 
or transmit Protected Health Information on behalf of the business associate agree to the same restrictions and 
conditions that apply to the business associate with respect to such information;  
5. In accordance with 45 C.F.R. 164.308(b)(2), ensure that any subcontractors that create, receive, maintain, or 
transmit electronic Protected Health Information on behalf of the business associate agree to comply with the 
applicable requirements of the Security Rule by entering into business associate agreements with such 
subcontractors.  
6. Make available PHI to the client or Shawano County in accordance with 45 C.F.R. 164.524;  
7. Make available PHI for amendment, and incorporate any amendments to PHI in accordance with 45 C.F.R. 
164.526;  
8. Make available the information required to provide an accounting of disclosures in accordance with 45 C.F.R. 
164.528;  
9. Make its internal practices, books, and records relating to the use and disclosure of PHI received from, or 
created or received by the business associate on behalf of Shawano County, available to the Secretary of 
Health and Human Services for purposes of determining Shawano County's compliance with HIPAA; and  
10. To the extent the business associate is to carry out an obligation of Shawano County under the Privacy 
Rule, comply with the requirements of the Privacy Rule that apply to Shawano County in the performance of 
such obligation.  
d. The agreement must allow for termination of the agreement, if the business associate is known to be in 
violation of the agreement. Upon termination, if feasible, the business associate must return or destroy all PHI 
received from, or created or received by the business associate on behalf of Shawano County that the business 
associate still maintains in any form and retain no copies of such information. If such return or destruction is not 
feasible, the business associate must extend the protections of the agreement to the information for which it is 
not feasible to return or destroy and limit further uses and disclosures to those purposes that make the return or 
destruction of the information infeasible.  
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1.12.1.2(C) MARKETING  
 
Purpose  
The intent of this policy is to address the specific and limited uses of PHI for marketing purposes, where a client 
authorization for disclosure is not required.  
 
Definition  
As used in this policy, the term “marketing” generally means to make a communication about a product or 
service that encourages recipients of the communication to purchase or use the product or service. “Marketing” 
does not include communications that merely promote health in general.  
As used in this policy “financial remuneration” means direct or indirect payment from or on behalf of a third party 
whose product/service is being described, but does not include payment for the individual’s treatment. To be 
relevant, the financial remuneration must be for the purpose of making the communication.  
 
Policy  
a. In general, Shawano County will not use or disclose protected health information for marketing purposes 
without an authorization from the client. See Policy 1.12.1.3(B), ”Authorization Requirements,” on 
authorizations. However, Shawano County may use or disclose PHI to make a “marketing communication” 
under the following limited circumstances without client authorization:  
1. The communication occurs in a face-to-face encounter with the individual;  
2. The communication is a promotional gift of nominal value (e.g. distribution of calendars, pens etc.);  
3. The communication is to provide refill reminders or otherwise communicate about a drug or biologic that is 
currently prescribed for the individual, but only if any financial remuneration received by Shawano in exchange 
for making the communication is reasonably related to Shawano’s cost of making the communication (i.e. any 
financial remuneration received to make the communication may only cover Shawano County’s cost of labor, 
supplies and postage to make the communication). Examples of such communications include communications 
about the generic equivalent of a drug prescribed for the individual or communications to encourage the 
individual to take their prescribed drugs.  
4. The communication is for treatment of an individual by a health care provider, including case management or 
care coordination for the individual, or to direct or recommend alternative treatments, therapies, health care 
providers or settings of care to the individual, unless Shawano County receives any financial remuneration in 
exchange for making the communication (i.e. if Shawano County receives financial remuneration to make the 
communication, it must obtain the client’s authorization).  
5. The communication is for case management or care coordination, contacting individuals about treatment 
alternatives, and related functions to the extent these activities do not fall within the definition of treatment, 
unless Shawano County receives any financial remuneration for making the communication (i.e. if  Shawano 
County receives financial remuneration, it must obtain the client’s authorization).  
b. Shawano County may disclose PHI to a business associate for purposes of marketing communications only if 
the business associate’s function is to assist Shawano County with conducting the “marketing communications”.  
c. Shawano County will not sell, nor allow anyone else to sell client’s protected health information, without a 
valid authorization from the client. See Policy 1.12.1.3(B), “Authorization Requirements,” with respect to the 
definition of a “sale of protected health information.”  
 
1.12.1.2(D) RESEARCH 
 
Purpose  
The intent of this policy is to address the specific and limited uses of PHI for research purposes. Additional 
requirements for uses and disclosures related to research are contained in the “Research” section of Policy 
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1.12.1.3(B), “Authorization Requirements,” and in the “Research” section of Policy 1.12.1.3(E) “Uses and 
Disclosures Not Requiring Authorization or Opportunity for Objection.”  
 
Policy  
a. In general, Shawano County will only use or disclose PHI for research purposes with the client’s 
authorization. Authorization for use or disclosure of PHI for research purposes must meet the requirements set 
forth in the research section of Policy 1.12.1.3(B), “Authorization Requirements,” except as described below.  
b. Shawano County may use or disclose PHI for research purposes without client authorization under specific 
circumstances discussed later in the “Research” section of Policy 1.12.1.3(E), “Uses and Disclosures Not 
Requiring Authorization or Opportunity for Objection”.  
 
1.12.1.2(E) FUNDRAISING  
 
Purpose  
This Section addresses requirements for using and disclosing PHI for “fundraising” purposes.  
 
Policy 
a. If Shawano County’s Notice of Privacy Practices appropriately identifies that it may use and disclose PHI in 
connection with fundraising (See Policy 1.12.1.3(D), “Notice of Privacy Practices Requirements.”), Shawano  
County may use or disclose the following PHI to a business associate or to an institutionally related foundation 
for the purpose of raising funds for Shawano County’s own benefit: (i) demographic information relating to an 
individual, including name, address, contact information, age, gender, and date of birth; (ii) dates of health care 
provided to the individual; (iii) department of service information; (iv) treating physician; (v) outcome information; 
and (vi) health insurance status.  
b. Shawano County’s use and disclosure of PHI for fundraising must be for Shawano County’s own benefit.  
c. Shawano County will only disclose PHI for fundraising to a business associate or institutionally related 
foundation.  
d. Each fundraising communication (including those made via telephone, mailings or other means) made to the 
individual by Shawano County must provide the individual with a clear and conspicuous opportunity to elect not 
to receive (i.e. opt out) any further fundraising communications. The method to opt out must not cause the 
individual to incur an undue burden or more than a nominal cost. For example, a toll-free phone number, email 
address, pre-printed and pre-paid postcard would generally be acceptable, but requiring individuals to write and 
send a letter to opt out would constitute an undue burden.  
e. Shawano County may not condition treatment or payment on the individual’s choice with respect to the 
receipt of fundraising communications.  
f.  Shawano County will maintain documentation to track all individuals who opt out of fundraising 
communications not make any fundraising communications to such individuals, unless they expressly opt back 
in. An individual will not be deemed to have opted back in merely due to the passage of time or the individual’s 
choice to make a donation. The individual must expressly opt back in.  
g. If Shawano County does not use PHI to send the fundraising materials, the notice and opt out requirements 
do not apply. For example, the notice and opt out requirements do not apply if Shawano County uses a public 
directly to mail materials to all residents in a geographic service area.  
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1.12.1.3 CLIENT ACKNOWLEDGEMENT OF NOTICE OF PRIVACY PRACTICES, AUTHORIZATION, 
OPPORTUNITY FOR OBJECTION  
 
Purpose  
This section addresses requirements for gaining client acknowledgement of the Notice of Privacy Practices and 
authorizations related to the use and disclosure of protected health information, and providing notification of 
Shawano County’s planned uses and disclosures.  
 
 
1.12.1.3(A) ACKNOWLEDGEMENT OF NOTICE OF PRIVACY PRACTICES REQUIREMENTS  
 
Purpose  
This policy outlines Shawano County’s requirements for written client acknowledgement of the receipt of the 
Notice of Privacy Practices related to the use and disclosure of PHI.  
 
Policy  
General Rules of Acknowledgement  
a. In general, Shawano County will make a good faith effort to obtain the client’s acknowledgement of the 
receipt of the Notice of Privacy Practices in writing prior to using or disclosing protected health information. 
Shawano County may use or disclose PHI without prior written acknowledgement to carry out treatment, 
payment or healthcare operations, under the following circumstances.  
1. If Shawano County has an indirect treatment relationship with the client;  
2. In emergency treatment situations, where Shawano County was unable to obtain prior acknowledgement. 
Shawano County will attempt to obtain such acknowledgement as soon as reasonably practicable after the 
delivery of such treatment;  
3. If Shawano County is a “correctional facility” providing care to an inmate; or  
4. If Shawano County attempts in good faith to obtain the acknowledgement in writing from the client, but is 
unable to do so, and Shawano County determines, that the client’s consent to receive treatment is clearly 
inferred from the circumstances. In such cases Shawano County will document its good faith attempts to obtain 
acknowledgement of the receipt of the Notice of Privacy Practices, and the reason why acknowledgement was 
not obtained.  
b. Shawano County will maintain documentation of its efforts to provide the Notice of Privacy Practices to clients 
for seven (7) years (if an adolescent, records retained until individual turns nineteen (19) or seven (7) years from 
last date of service, whichever is longer) from the date of its efforts to provide the Notice of Privacy Practices.  
Implementation Requirements  
a. Except as provided in section (a)(1-4) of this policy under “General Rules of Acknowledgment” above, 
Shawano County will obtain from the client a written acknowledgement of the receipt of the Notice of Privacy 
Practices prior to treatment.  
b. Shawano County will document and retain any signed acknowledgement.  
Content Requirements  
a. The acknowledgement form must be in plain language.  
b. The acknowledgement form must refer the client to the Notice of Privacy Practices for a description of 
Shawano County’s uses and disclosures.  
c. The acknowledgement must be signed by the client and dated.  
Joint Acknowledgements  
a. If Shawano County participates in an organized health care arrangement with another provider(s) that 
develops a joint Notice of Privacy Practices, Shawano County may rely upon a joint acknowledgement obtained 
from the client by the organized health care arrangement, as further provided in Policy 1.12.1.3(D), “Notice of 
Privacy Practices Requirements.”  
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b. The joint acknowledgement must include the name or other specific identification of the covered entities, or 
classes of covered entities, to which the joint consent applies.  
c. The joint acknowledgement must meet the requirements of Shawano County’s acknowledgement (as 
described in this policy).  
Documentation Requirements  
a. Shawano County will retain any signed acknowledgement and related documentation for seven (7) years (if 
an adolescent, records retained until individual turns nineteen (19) or seven (7) years from last date of service, 
whichever is longer) from the signed date of the authorization.  
b. Shawano County will provide the client with a copy of the Notice of Privacy Practices as described in policy 
1.12.1.3(D) 
.  
1.12.1.3(B) AUTHORIZATION REQUIREMENTS  
 
Purpose 
This policy outlines Shawano County’s requirements for client authorization related to the use and disclosure of 
PHI.  
 
Policy  
General Requirements  
a. Except for the uses and disclosures identified in policy 1.12.1.3(E), “Uses and Disclosures not Requiring 
Authorization or Opportunity for Objection”, Shawano County will not use or disclose PHI that was received or 
created outside the process of providing treatment, payment or health care operations, without an authorization 
from the individual. When Shawano County obtains or receives a valid authorization for its use or disclosure of 
PHI, such use or disclosure must be consistent with such authorization.  
b. In general, Shawano County will obtain a client authorization for any use or disclosure of psychotherapy 
notes. However, Shawano County will rely upon the client’s acknowledgement of the Notice of Privacy Practices 
for use or disclosure for the following:  
1. For the individual originator of the psychotherapy notes, to provide treatment;  
2. For use in supervised training programs; or  
3. For defending a legal action or other proceeding brought by the individual.  
c. To the extent consistent with state law, Shawano County need not obtain a client’s authorization to disclose 
psychotherapy notes: (i) when required by the Secretary of the Department of Health and Human Services to 
investigate or determine compliance with the HIPAA Rules; (ii) when required by law; (iii) when required as part 
of health oversight activities with respect to the oversight of the originator of the psychotherapy notes; (iv) for the 
purpose of identifying a deceased person; (v) or as necessary to prevent or lessen a serious or imminent threat 
to the health or safety of a person or the public.  
 
Defective Authorizations  
An authorization is not valid, if the document submitted has any of the following defects:  
a. The expiration date has passed or the expiration event is known by the covered entity to have occurred;  
b. The authorization has not been filled out completely or does not include all required elements;  
c. The authorization has been revoked;  
d. The authorization violates policies regarding compound authorizations and/or conditioning of authorizations;  
e. Any material information in the authorization is known by Shawano County to be false.  
 
Conditioning of Authorizations  
a. Shawano County will not condition treatment on the provision of an authorization, except that Shawano 
County may condition the provision of “research-related” treatment on provision of an authorization.  



11 
 

b. Shawano County may also condition the provision of health care that is solely for the purpose of creating PHI 
for disclosure to a third party on provision of an authorization. For example, Shawano County may have a 
contract with an employer to provide fitness-for-duty exams, or a contract with a life-insurer to provide pre-
enrollment physicals for applicants. In each of these cases, Shawano County would condition the health care 
services on provision of an authorization.  
 
 
Revocation of Authorizations 
Shawano County will allow a client to revoke an authorization at any time, provided that the revocation is in 
writing, except to the extent that Shawano County has taken action in reliance thereon.  
 
Documentation Requirements  
a. Shawano County will retain any signed authorization and related documentation for seven (7) years (if an 
adolescent, records retained until individual turns nineteen (19) or seven (7) years from last date of service, 
whichever is longer) from the signed date of the authorization or the date it was last in effect, whichever is later.  
b. Shawano County will provide the client with a copy of the authorization.  
c. The authorization must be written in plain language.  
 
Core Elements and Requirements  
A valid authorization must be written in plain language. Shawano County will provide the client with a copy of 
the authorization. The authorization must contain the following elements:  
a. The name of the client whose information is being disclosed.  
b. A description of the information to be used or disclosed that identifies the information in a specific and 
meaningful fashion;  
c. The name or other specific identification of the person(s), or class of persons, authorized to make the 
requested use or disclosure;  
d. The name or other specific identification of the person(s), or class of persons, to whom Shawano County may 
make the requested use or disclosure;  
e. An expiration date or an expiration event that relates to the client or the purpose of the use or disclosure;  
f. A statement of the client’s right to revoke the authorization in writing and the exceptions to the right to revoke, 
together with a description of how the client may revoke the authorization;  
g. A statement that information used or disclosed pursuant to the authorization may be subject to re-disclosure 
by the recipient and no longer be protected by the HIPAA Rules;  
h. Signature of the client and date (note: if the subject of an HIV test is a minor who is 14 years of age or older, 
only the minor or his or her authorized representative may authorize disclosure);  
i. If the authorization is signed by a personal representative of the client, a description of such representative’s 
authority to act for the client (copy of said document will be part of the client’s record); 
j. A statement that Shawano County will not make as a condition for treatment the client providing authorization 
for the requested use or disclosure or, if allowed as described above, a statement that Shawano County may 
condition treatment on whether the individual signs the authorization and the consequences to the individual for 
a refusal to sign the authorization in such circumstances;  
k. A description of each purpose of the requested use or disclosure;  
l. A statement that the client may inspect or copy the protected health information to be used or disclosed, and 
refuse to sign the authorization;  
m. Additional statements as applicable and described below pertaining to marketing, sale of protected health 
information, or research.  
.  
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Authorization for Marketing  
a. If Shawano County will use and disclose protected health information for marketing, it must obtain an 
authorization unless the marketing is in the form of a face to face communication made by Shawano County to 
the individual or a promotional gift of nominal value provided by Shawano County to the individual.  
b. In addition to the core elements above, if the marketing involves financial remuneration (i.e. Shawano County 
receives direct or indirect payment from or on behalf of a third party whose product or service is being described 
in the marketing), the authorization must state that such remuneration is involved. The  
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authorization must also make clear that the individual may revoke the authorization at any time if he or she no 
longer wants to receive the marketing material or communications.  
c. See Policy 1.12.1.2(c), “Marketing,” above for the definition and discussion of “marketing.”  
 
Sale of protected health information  
a. If Shawano County will engage in the “sale of protected health information,” it must obtain an authorization 
from the individual for any “sale of protected health information.”  
b. In addition to the core elements above, the authorization must state that the disclosure will result in 
remuneration to Shawano County.  
c. “Sale of protected health information” means a disclosure of protected health information by Shawano 
County, where Shawano County directly or indirectly receives remuneration from or on behalf of the recipient of 
the protected health information in exchange for the protected health information. However, a “sale of protected 
health information” does not include the following: (i) disclosure for public health purposes as permitted under 
45 C.F.R. § 164.512(b) or .514(e); (ii) disclosure for research purposes pursuant to 45 C.F.R. § 164.512(i) or 
.514(e), where the only remuneration received by Shawano County is a reasonable cost-based fee to cover the 
cost to prepare and transmit the protected health information; (iii) disclosure for treatment and payment 
purposes; (iv) disclosure for the sale, transfer, merger, or consolidation of all or part of Shawano County’s 
facilities and for related due diligence; (v) disclosure to or by a business associate for activities that the business 
associate undertakes on behalf of Shawano County and the only remuneration provided is by Shawano County 
to the business associate for the performance of such activities; (vi) to an individual, when requested under 45 
C.F.R. § 164.524 or 164.528 (see Section 1.12.2, “Client Rights Policies”; (viii) disclosures required by law; and 
(ix) disclosures for any other purpose permitted by and in accordance with the HIPAA Rules where the only 
remuneration received by Shawano County is a reasonable, cost-based fee to cover the cost to prepare and 
transmit the protected health information for such purpose or a fee otherwise expressly permitted by other law.  
 
Authorization for Research  
If Shawano County creates PHI for the purpose, in whole or in part, of research that includes treatment of 
clients, Shawano County will obtain an authorization for the use or disclosure of such information. The 
authorization will contain:  
a. A description of the extent to which such PHI will be used or disclosed to carry out treatment, payment, or 
health care operations;  
b. A description of any PHI that will not be used or disclosed for any purposes permitted by law, provided that 
Shawano County will not limit its right to make a use or disclosure that is required by law or permitted by law to 
mitigate a serious and imminent threat to public health or safety; and  
c. The authorization will refer to the Notice of Privacy Practices, as applicable, and will state that the statements 
made in the authorization for research are binding.  
d. An authorization for research may be in the same document as a consent to participate in the research, or a 
Notice of Privacy Practices. If it is combined with any of these documents, it must be visually and Shawano 
County separate from other content within the document; and it must be separately signed and dated.  
e. Any authorization for research must comply with any additional requirements under applicable law relating to 
informed consent for research.  
 
Compound Authorizations 
a. Shawano County may combine an authorization for use or disclosure of PHI with another document to create 
a compound authorization only as follows:  
1. An authorization created for research may be combined with a consent for use or disclosure, another 
research consent, or a Notice of Privacy Practices (NOTE: where a health care provider has conditioned the 
provision of research-related treatment on the provision of one or more authorizations, any compound 
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authorization must clearly differentiate between the conditioned and unconditioned components and provide the 
individual an opportunity to opt in to the research activities in the unconditioned authorization);  
2. An authorization for a use or disclosure of psychotherapy notes may only be combined with another 
authorization for a use or disclosure of psychotherapy notes; and  
3. An authorization, other than an authorization for disclosure of psychotherapy notes, may be combined with 
any other authorization, except when treatment, payment, enrollment in a health plan or eligibility for benefits is 
conditioned on the provision of one of the authorizations.  
b. If authorizations are combined as described in this policy, each authorization must be visually separate from 
other content within the document; and it must be separately signed and dated.  
 
1.12.1.3(C) INVOLVEMENT IN CARE (NEXT OF KIN) AND NOTIFICATION PURPOSES  
 
Purpose 
This policy outlines Shawano County’s use and requirements for disclosing PHI to individuals involved in a 
client’s care.  
 
Policy  
a. Shawano County may use or disclose PHI to notify, or assist in the notification of (including identifying or 
locating), a family member, a personal representative of the client, or another person responsible for the care of 
the client of the client’s location, general condition, or death.  
b. Shawano County will only disclose information to a family member, close personal friend etc., after the client 
has been given an opportunity to object to any disclosures, and the client has agreed to the disclosure. 
Shawano County may infer from the circumstances that the client does not object to the disclosure. For 
example, if a spouse or friend is present in a client room or the emergency room while treatment is being 
discussed.  
c. If the client cannot practicably be given an opportunity to agree or object to this type of disclosure, because of 
the client’s incapacity or an emergency circumstance, Shawano County may determine whether the disclosure 
is in the best interests of the client and, if so, disclose only the PHI that is directly relevant to the person’s 
involvement with the client’s health care. Shawano County may use professional judgment and its experience 
with common practice to make reasonable inferences of the client’s best interest in allowing a person to act on 
behalf of the client to pick up filled prescriptions, medical supplies, or other similar forms of PHI.  
d. Shawano County may also use or disclose PHI to a public or private entity authorized by law or by its charter 
to assist in disaster relief efforts, for the purpose of coordinating information related to the disclosures identified 
in sections (a) and (c) of this policy. Shawano County may disclose this information to the extent that Shawano 
County determines that the requirements do not interfere with the ability to respond to the emergency 
circumstances.  
 
1.12.1.3(D) NOTICE OF PRIVACY PRACTICES REQUIREMENTS  
 
Purpose  
This policy outlines Shawano County’s requirements for its Notice of Privacy Practices related to the use and 
disclosure of PHI. 
 
Policy  
Content Requirements  
a. Shawano County will provide each client with adequate notice of the uses and disclosures of PHI that may be 
made by Shawano County, and of the client’s rights and Shawano County’s legal duties with respect to PHI. 
This Notice of Privacy Practices must be written in plain language and must contain the following:  
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1. A statement prominently displayed that reads: “THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION 
ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS 
INFORMATION. PLEASE REVIEW IT CAREFULLY.”  
2. A description, including at least one example, of the types of uses and disclosures that Shawano County is 
permitted to make for the purposes of treatment, payment, and health care operations.  
3. A description of each of the other purposes for which Shawano County is permitted or required to disclose 
Protected Health Information without the client’s written consent or authorization.  
4. A description of the types of uses and disclosures that require an authorization under 45 C.F.R. 
164.508(a)(2)-(a)(4), and a statement that other uses and disclosures not described in the notice will be made 
only with the client's written authorization and that the client may revoke such authorization. 
5. If applicable to Shawano County, a separate statement that Shawano County may contact the individual to 
raise funds for Shawano County and that the individual has a right to opt out of such communications.  
b. The notice must contain a statement of the client’s rights with respect to PHI and a brief description of how 
the client may exercise these rights, as follows:  
1. The right to request restrictions on certain uses and disclosures of PHI, including a statement that Shawano 
County is not required to agree to a requested restriction except for requests by the individual to restrict 
disclosures to health plans about the individual when: (i) the disclosure is for the purpose of carrying out 
payment or health care operations; (ii) the disclosure is not required by law; and (iii) the Protected Health 
Information pertains solely to a health care item or service for which the individual, or person other than that the 
health plan on behalf of the individual, has paid Shawano County in full;  
2. The right to receive confidential communications of PHI, as applicable;  
3. The right to inspect and copy PHI;  
4. The right to request an amendment to PHI;  
5. The right to receive an accounting of disclosures of PHI; and  
6. The right to obtain a paper copy of the notice from Shawano County upon request.  
c. The notice must also contain statements defining Shawano County’s responsibilities with regard to the client’s 
PHI including:  
1. A statement that Shawano County is required by law to maintain the privacy of PHI and to provide clients with 
notice of its legal duties and privacy practices with respect to PHI, and to notify affected individuals following a 
breach of unsecured Protected Health Information;  
2. A statement that Shawano County is required to abide by the terms of the notice currently in effect; and  
3. A statement that Shawano County reserves the right to change the terms of its notice and to make the new 
notice provisions effective for all PHI that it maintains. The statement must also describe how it will provide 
clients with a revised notice.  
d. The notice must contain a statement that clients may complain to Shawano County and to the Secretary of 
the Department of Health and Human Services if they believe their privacy rights have been violated, a brief 
description of how the client may file a complaint with Shawano County, and a statement that the client will not 
be retaliated against for filing a complaint.  
e. The notice must contain the name, or title, and telephone number of a person or office to contact at Shawano 
County for further information.  
f. The notice must contain the date on which the notice is first in effect, which may not be earlier than the date 
on which the notice is printed or otherwise published.  
Implementation Requirements  
a. Shawano County must promptly revise and distribute its notice whenever there is a material change to the 
uses or disclosures, the client’s rights, Shawano County’s legal duties, or other privacy practices stated in the 
notice. Except when required by law, a material change to any term of the notice may not be implemented prior 
to the effective date of the notice in which such material change is reflected.  
b. Shawano County will make the Notice of Privacy Practices available on request to its clients.  
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c. Shawano County will provide each client with the notice no later than the date of admission or the first service 
delivery, or in an emergency treatment situation, as soon as practicable after the situation.  
d. Shawano County will make the notice available at any service delivery site for clients to request to take with 
them.  
e. Shawano County will post the notice in a clear and prominent location where it is reasonable to expect clients 
seeking service from Shawano County to be able to read the notice. 
f. Whenever the notice is revised, Shawano County will make the notice available upon request on or after the 
effective date of the revision.  
g. Shawano County will prominently post its notice on its web site, if any, and make the notice available 
electronically through their web site, if any.  
h. Shawano County may provide the notice required by this section to a client by electronic mail, if the client 
agrees to electronic notice. If Shawano County knows that the electronic mail transmission has failed, a paper 
copy of the notice must be provided to the client. If the first service delivery to a client is delivered electronically, 
Shawano County will provide electronic notice automatically and contemporaneously in response to the client’s 
first request for service. Shawano County acknowledges that the client who is the recipient of electronic notice 
retains the right to obtain a paper copy of the notice from Shawano County upon request.  
i. Shawano County must retain copies of the notices issued by Shawano County for seven (7) years (if an 
adolescent, records retained until individual turns nineteen (19) or seven (7) years from last date of service, 
whichever is longer) from the date of its creation or the date when it last was in effect, whichever is later.  
 
Joint Notice of Privacy Practices  
Shawano County may participate in an organized health care arrangement that has established a Joint Notice of 
Privacy Practices. In this case, Shawano County may rely on the joint notice provided that:  
a. Shawano County agrees to abide by the terms of the notice with respect to PHI created or received by 
Shawano County as part of its participation in the organized health care arrangement;  
b. The joint notice meets Shawano County’s requirements for its Notice of Privacy Practices; and  
1. Describes with reasonable specificity the providers or agencies, or classes of providers or agencies, to which 
the joint notice applies;  
2. Describes with reasonable specificity the service delivery sites, or classes of service delivery sites, to which 
the joint notice applies; and  
3. If applicable, states that the providers or agencies participating in the organized health care arrangement will 
share PHI with each other, as necessary to carry out treatment, payment, or health care operations relating to 
the organized health care arrangement.  
c. The providers or agencies included in the joint notice must provide the notice to clients in accordance with 
Shawano County’s policies.  
d. Shawano County must retain copies of the notices issued by Shawano County for seven (7) years (if an 
adolescent, records retained until individual turns nineteen (19) or seven (7) years from last date of service, 
whichever is longer) from the date of its creation or the date when it last was in effect, whichever is later.  
 
1.12.1.3(E) USES AND DISCLOSURES NOT REQUIRING AUTHORIZATION OR OPPORTUNITY FOR 
OBJECTION  
 
Purpose  
This policy outlines the specific uses and disclosures of PHI that do not require a client’s authorization, and that 
do not provide the client with an opportunity to object to a use or disclosure.  
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Policy  
Shawano County recognizes that while it must secure the privacy of its clients’ health information, it also has a 

responsibility and an obligation to release information to ensure the public welfare. Accordingly, Shawano 

County has identified several types of uses or disclosures in its privacy policies that do not require the 

authorization of the client, nor do they provide the client with an opportunity for objection. Shawano County may 

use or disclose PHI without the authorization of the client, or the opportunity to agree or object, subject to the 

applicable requirements of this policy, in the following circumstances: 

Treatment, Payment and Health Care Operations  
Shawano county may use or disclose PHI for treatment, payment or health care operations, as provided in 45 
C.F.R. 164.506. The term “health care operations” means:  
a. Conducting quality assessment and improvement activities, including outcomes evaluation and development 
of clinical guidelines, provided that the obtaining of generalizable knowledge is not the primary purpose of any 
studies resulting from such activities; client safety activities (as defined in 42 C.F.R. 3.20); population-based 
activities relating to improving health or reducing health care costs, protocol development, case management 
and care coordination, contacting of health care providers and clients with information about treatment 
alternatives; and related functions that do not include treatment;  
b. Reviewing the competence or qualifications of health care professionals, evaluating practitioner and provider 
performance, health plan performance, conducting training programs in which students, trainees, or 
practitioners in areas of health care learn under supervision to practice or improve their skills as health care 
providers, training of non-health care professionals, accreditation, certification, licensing, or credentialing 
activities;  
c. Except as prohibited under § 164.502(a)(5)(i), underwriting, enrollment, premium rating, and other activities 
related to the creation, renewal, or replacement of a contract of health insurance or health benefits, and ceding, 
securing, or placing a contract for reinsurance of risk relating to claims for health care (including stop-loss 
insurance and excess of loss insurance), provided that the requirements of § 164.514(g) are met, if applicable;  
d. Conducting or arranging for medical review, legal services, and auditing functions, including fraud and abuse 
detection and compliance programs;  
e. Business planning and development, such as conducting cost-management and planning-related analyses 
related to managing and operating Shawano County, including formulary development and administration, 
development or improvement of methods of payment or coverage policies; and  
f. Business management and general administrative activities of Shawano County, including, but not limited to: 
(i) Management activities relating to implementation of and compliance with the requirements of HIPAA; (ii) 
Customer service; (iii) Resolution of internal grievances; (iv) The sale, transfer, merger, or consolidation of all or 
part of Shawano County’s facilities with another covered entity, or an entity that following such activity will 
become a covered entity and due diligence related to such activity; and (v) Consistent with the applicable 
requirements of § 164.514, creating de-identified health information or a limited data set.  
 
Required by Law  
Shawano County may use or disclose protected health information to the extent that such use or disclosure is 
required by law and the use or disclosure complies with and is limited to the relevant requirements of such law.  
 
Public Health Activities  
Shawano County may disclose PHI for the public health activities and purposes to:  
a. A public health authority that is authorized by law to collect or receive such information for the purpose of 
preventing or controlling disease, injury, or disability, including the reporting of disease, injury, vital events such 
as birth or death, and the conduct of public health surveillance, public health investigations, and public health 
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interventions; or, at the direction of a public health authority, to an official of a foreign government agency that is 
acting in collaboration with a public health authority; 
b. A public health authority or other appropriate government authority authorized by law to receive reports of 
child abuse or neglect;  
c. A person subject to the jurisdiction of the Food and Drug Administration:  
1. To report adverse events, product defects or problems, or biological product deviations;  
2. To track products;  
3. To enable product recalls, repairs, or replacement; or  
4. To conduct post-marketing surveillance;  
d. A person who may have been exposed to a communicable disease or may otherwise be at risk of contracting 
or spreading a disease or condition, if Shawano County is authorized by law to notify such person as necessary 
in the conduct of a public health intervention or investigation; or  
e. An employer, about a client who is a member of the workforce of the employer, if:  
1. Shawano County provides health care to a client at the request of the employer to conduct an evaluation 
relating to medical surveillance of the workplace; or to evaluate whether the client has a work related illness or 
injury;  
2. The PHI that is disclosed consists of findings concerning a work related illness or injury or a workplace 
related medical surveillance;  
3. The employer needs such findings in order to comply with its legal obligations to record such illness or injury 
or to carry out responsibilities for workplace medical surveillance; and  
4. Shawano County provides written notice to the client that PHI relating to the medical surveillance of the 
workplace and work related illnesses and injuries is disclosed to the employer by giving a copy of the notice to 
the client at the time the health care is provided; or if the health care is provided on the work site of the 
employer, by posting the notice in a prominent place at the location where the health care is provided.  
 
Victims of Abuse, Neglect or Domestic Violence  
a. Shawano County may disclose PHI about a client whom Shawano County reasonably believes to be a victim 
of abuse, neglect, or domestic violence to a government authority, including a social service or protective 
services agency, which is authorized by law to receive reports of such abuse, neglect, or domestic violence: (i) 
to the extent the disclosure is required by law and the disclosure complies with and is limited to the relevant 
requirements of such law; (ii) to the extent the disclosure is expressly authorized (but not required) by law, if 
Shawano County, in the exercise of its professional judgment, believes the disclosure is necessary to prevent 
serious harm to the individual or other potential victims; or (iii) to the extent the disclosure is expressly 
authorized (but not required) by law if, in the event of the client’s incapacity, a law enforcement or other public 
official authorized to receive the report represents that the PHI for which disclosure is sought is not intended to 
be used against the client and that an immediate enforcement activity that depends upon the disclosure would 
be adversely affected by waiting for the client to agree to the disclosure.  
b. When a disclosure of this nature is made, Shawano County will promptly inform the client that such a report 
has been or will be made, except if informing the client would place the client at risk of serious harm; or 
Shawano County would be informing a personal representative, and Shawano County reasonably believes the 
personal representative is responsible for the abuse, neglect, or other injury, and that informing such person 
would not be in the best interests of the client.  
 
Health Oversight Activities  
a. Shawano County may disclose PHI to a health oversight agency for oversight activities authorized by law, 
including audits; civil, administrative, or criminal investigations; inspections; licensure or disciplinary actions; 
civil, administrative, or criminal proceedings or actions; or other activities necessary for appropriate oversight of: 
(i) the health care system; (ii) government benefit programs for which health information is relevant to 
beneficiary eligibility; (iii) entities subject to government regulatory programs for which health information is 
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necessary for determining compliance with program standards; or (iv) entities subject to civil rights laws for 
which health information is necessary for determining compliance.  
b. An investigation or other activity is not considered health oversight if the client is the subject of the 
investigation or activity, and such investigation or other activity does not arise out of and is not directly related to 
health care fraud.  
c. If a health oversight activity or investigation is conducted in conjunction with an oversight activity or 
investigation relating to a claim for public benefits not related to health, the joint activity or investigation is 
considered a health oversight activity.  
 
Court Order  
Shawano County may disclose PHI under a lawful order of a court of record.  
 
Law Enforcement  
a. Shawano County may disclose PHI for a law enforcement purpose to law enforcement officials as required by 
law, including laws that require the reporting of certain types of wounds or other physical injuries. PHI may also 
be disclosed in compliance with under a lawful order of a court of record, provided that the information sought is 
relevant to the inquiry, the request is specific and limited in scope, and de-identified information could not 
reasonably be used.  
b. When permitted by state law, and in response to a law enforcement official’s request for the purpose of 
identifying or locating a suspect, fugitive, material witness, or missing person, Shawano County may disclose 
the following information:  
1. Name and address;  
2. Date and place of birth;  
3. Social security number;  
4. ABO blood type and RH factor;  
5. Type of injury;  
6. Date and time of treatment;  
7. Date and time of death, if applicable; and  
8. A description of distinguishing physical characteristics, including height, weight, gender, race, hair and eye 
color, presence or absence of facial hair (beard or moustache), scars, and tattoos.  
c. Shawano County will not disclose any PHI related to the client’s DNA or DNA analysis, dental records, or 
typing, samples or analysis of body fluids or tissue.  
d. When permitted by state law, Shawano County may disclose PHI in response to a law enforcement official’s 
request for such information about a client who is or is suspected to be a victim of a crime, if the client agrees to 
the disclosure; or if Shawano County is unable to obtain the client’s agreement because of incapacity or other 
emergency circumstance, provided that: (i) such information is needed to determine whether a violation of law 
by a person other than the victim has occurred, and such information is not intended to be used against the 
victim; (ii) immediate law enforcement activity would be adversely affected by waiting until the client is able to 
agree to the disclosure; and (iii) the disclosure is in the best interests of the client.  
e. Shawano County may disclose PHI about a client who has died for the purpose of alerting law enforcement of 
the death of the client if Shawano County has a suspicion that such death may have resulted from criminal 
conduct. 
f. When permitted by state law, Shawano County may disclose PHI that Shawano County believes in good faith 
constitutes evidence of criminal conduct that occurred on the premises of Shawano County.  
 
Decedents  
a. Shawano County may disclose PHI to a coroner or medical examiner for the purpose of identifying a 
deceased person, determining a cause of death, or other duties as authorized by law. If Shawano County 
performs the duties of a coroner or medical examiner it may use PHI.  
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b. Shawano County may disclose PHI to funeral directors, consistent with applicable law, as necessary to carry 
out their duties with respect to the decedent. Shawano County may disclose the PHI prior to, and in reasonable 
anticipation of, the individual’s death.  
 
Cadaveric Organ, Eye or Tissue Donation  
Shawano County may use or disclose PHI to an organ procurement organization, as defined in Wis. Stat. § 
157.06(2)(p), for the purpose of conducting an examination to ensure the medical suitability of a body part that 
is or could be the subject of an anatomical gift under Wis. Stat. § 157.06.  
 
Threat to Health or Safety  
a. Shawano County may, consistent with applicable law and standards of ethical conduct, use or disclose PHI, if 
Shawano County, in good faith, believes the use or disclosure is necessary to prevent or lessen a serious and 
imminent threat to the health or safety of a person or the public, and is able to prevent or lessen the threat.  
b. When permitted by state law, Shawano County may also disclose PHI when the disclosure is necessary for 
law enforcement authorities to identify or apprehend a client. This disclosure is permitted because of a 
statement by a client admitting participation in a violent crime that Shawano County reasonably believes may 
have caused serious physical harm to the victim; or where it appears from all the circumstances that the client 
has escaped from a correctional institution or from lawful custody. However, a disclosure may not be made if the 
information is learned by Shawano County in the course of treatment to affect the propensity to commit the 
criminal conduct that is the basis for the disclosure, or counseling or therapy; or through a request by the client 
to initiate or to be referred for the treatment, counseling, or therapy.  
c. Any disclosure made pursuant to this policy is limited to the specific statements related to participation in a 
violent crime, and to the PHI allowed for disclosure in the policies related to disclosures to law enforcement.  
 
Specialized Government Functions  
a. Upon written request, Shawano County may use and disclose the PHI of clients who are Armed Forces 
personnel for activities deemed necessary by appropriate military command authorities to assure the proper 
execution of the military mission, as permitted by the Armed Forces under a published notice in the Federal 
Register which includes the appropriate military command authorities, and the purposes for which the PHI may 
be used or disclosed.  
b. Upon written request, Shawano County may disclose PHI to authorized federal officials for the conduct of 
lawful intelligence, counter-intelligence, and other national security activities authorized by the National Security 
Act (50 U.S.C. 401, et seq.) and implementing authority (e.g., Executive Order 12333).  
c. Upon written request, Shawano County may disclose PHI to authorized federal officials for the provision of 
protective services to the President or other persons authorized by 18 U.S.C. 3056, or to foreign heads of state 
or other persons authorized by 22 U.S.C. 2709(a)(3), or for the conduct of investigations authorized by 18 
U.S.C. 871 and 879.  
d. Consistent with state law, Shawano County may disclose to a correctional institution or a law enforcement 
official having lawful custody of an inmate or other client PHI about such inmate or client, if the correctional 
institution or such law enforcement official represents that such PHI is necessary for:  
1. The provision of health care to such clients;  
2. The health and safety of such client or other inmates;  
3. The health and safety of the officers or employees of or others at the correctional institution;  
4. The health and safety of such clients and officers or other persons responsible for the transporting of inmates 
or their transfer from one institution, facility, or setting to another;  
5. Law enforcement on the premises of the correctional institution; and  
6. The administration and maintenance of the safety, security, and good order of the correctional institution.  
For the purposes of this policy, a client is no longer an inmate when released on parole, probation, supervised 
release, or otherwise is no longer in lawful custody.  
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Workers’ Compensation  
Shawano County may disclose PHI as authorized by and to the extent necessary to comply with laws relating to 
workers’ compensation or other similar programs, established by law, that provide benefits for work related 
injuries or illness without regard to fault.  
 
Research  
a. In general, Shawano County will only use or disclose PHI created for the purposes of research, with the 
client’s authorization. However, Shawano County may use or disclose PHI for purposes of research without 
client authorization provided that the researcher is affiliated with Shawano County and provides written 
assurances to the custodian of the client’s health care records that the information will be used only for the 
purposes for which it is provided to the researcher, the information will not be released to a person not 
connected with the study, and the final product of the research will not reveal information that may serve to 
identify the client whose records are being released without authorization. In addition, PHI may not be used or 
disclosed without authorization unless the following conditions apply:  
1. Shawano County obtains documentation that an alteration to or waiver, in whole or in part, of authorization 
has been approved by either an Institutional Review Board (IRB), as defined by 45 C.F.R. § 164.512(i)(1)(i)(A) 
or privacy board meeting the requirements of 45 C.F.R. § 164.512(i)(1)(i)(B).  
2. Shawano County obtains from the researcher representations that use or disclosure is sought solely to review 
PHI as necessary to prepare a research protocol or for similar purposes preparatory to research; no PHI is to be 
removed from the covered entity by the researcher in the course of the review; and the PHI for which use or 
access is sought is necessary for the research purposes.  
3. In the case of a deceased client, Shawano County obtains from the researcher representation that the use or 
disclosure is sought solely for research on the PHI of the decedent, and representation that the PHI is 
necessary for the research purposes. Shawano County may request documentation of the death of the client, 
from the researcher.  
b. For a use or disclosure to be based on documentation of approval of a waiver, the documentation will include:  
1. A statement identifying the IRB or privacy board and the date on which the alteration or waiver of 
authorization was approved, 
2. A statement that the IRB or privacy board has determined that the alteration or waiver of authorization 
involves no more than a minimal risk to the privacy of individuals based on, at least, the presence of the 
following elements: (A) an adequate plan to protect the identifiers from improper use and disclosure; (B) an 
adequate plan to destroy the identifiers at the earliest opportunity consistent with conduct of the research, 
unless there is a health or research justification for retaining the identifiers or such retention is otherwise 
required by law; and (C) adequate written assurances that the protected health information will not be reused or 
disclosed to any other person or entity, except as required by law, for authorized oversight of the research 
study, or for other research for which the use or disclosure of protected health information would be permitted 
by this subpart. In addition, the statement must include a determination that the research could not be 
practicably conducted without the waiver or alteration, and that the research could not practicably be conducted 
without access to and use of the PHI.  
3. A brief description of the PHI for which use or access has been determined to be necessary by the IRB or 
Privacy Board,  
4. A statement that the waiver of authorization has been reviewed and approved under either normal or 
expedited review procedures, as follows:  
1. An IRB will follow the requirements of the Common Rule, including the normal review procedures (7 CFR 
1c.108(b), 10 CFR 745.108(b), 14 CFR 1230.108(b), 15 CFR 27.108(b), 16 CFR 1028.108(b), 21 CFR 
56.108(b), 22 CFR 225.108(b), 24 CFR 60.108(b), 28 CFR 46.108(b), 32 CFR 219.108(b), 34 CFR 97.108(b), 
38 CFR 16.108(b), 40 CFR 26.108(b), 45 CFR 46.108(b), 45 CFR 690.108(b), or 49 CFR 11.108(b)) or the 
expedited review procedures (7 CFR 1c.110, 10 CFR 745.110, 14 CFR 1230.110, 15 CFR 27.110, 16 CFR 
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1028.110, 21 CFR 56.110, 22 CFR 225.110, 24 CFR 60.110, 28 CFR 46.110, 32 CFR 219.110, 34 CFR 97.110, 
38 CFR 16.110, 40 CFR 26.110, 45 CFR 46.110, 45 CFR 690.110, or 49 CFR 11.110);  
2. A privacy board will review the proposed research at convened meetings at which a majority of the privacy 
board members are present, including at least one member who is not affiliated with Shawano County, not 
connected with any entity conducting or sponsoring the research, and any person affiliated with any such 
entities. The alteration or waiver of authorization will be approved by the majority of the privacy board members 
present at the meeting, unless the privacy board elects to use an expedited review;  
3. A privacy board may use an expedited review procedure if the research involves no more than minimal risk to 
the privacy of the clients who are the subject of the PHI for which use or disclosure is being sought. If the 
privacy board elects to use an expedited review procedure, the review and approval of the alteration or waiver 
of authorization may be carried out by the chair of the privacy board, or by one or more members of the privacy 
board as designated by the chair; and  
4. The documentation of the alteration or waiver of authorization must be signed by the chair or other member, 
as designated by the chair, of the IRB or privacy board, as applicable.  
 
1.12.2 CLIENT RIGHTS POLICIES  
 
1.12.2.1 REQUEST FOR PRIVACY PROTECTION  
 
Purpose  
The policies in this section outline the client’s right to request a restriction on specific uses or disclosures of PHI, 
and their right to request an alternative means of communication between Shawano County and the client. The 
policies present Shawano County’s responsibilities in fulfilling these requests. 
 
1.12.2.1(A) RESTRICTION OF USE OR DISCLOSURE  
 
Purpose  
This policy defines a client’s right to request that a specific use or disclosure of PHI be restricted.  
 
Policy  
a. When reasonable, Shawano County will attempt to honor a client’s request to limit/restrict access to specific 
elements of his/her medical record. Shawano County will provide clients an opportunity to request a restriction 
on the use or disclosure of his/her PHI, but does not guarantee that it will agree to restrict the use or disclosure 
as requested, except as provided below. A restriction must be requested in writing.  
b. If Shawano County does agree to a request for restriction, Shawano County will not use or disclose the PHI 
unless the client terminates the restriction, or the use or disclosure of the PHI is required for purposes of 
providing emergency treatment to the client. If PHI is disclosed to another provider for emergency treatment, 
Shawano County will request that the provider not further disclose the information.  
c. A restriction may be terminated by the client in written or oral form. If the client terminates the restriction orally 
the termination must be documented appropriately. Shawano County may also terminate a restriction, excepted 
as provided below, and must notify the client. If Shawano County initiates the termination of restriction, the 
termination is only effective with respect to PHI created or received after it has notified the client.  
d. Shawano County must grant an individual’s request to restrict a disclosure of PHI about the individual to a 
health plan if all of the following requirements are satisfied: (i) the disclosure is for the purpose of carrying out 
payment or health care operations; (ii) the disclosure is not otherwise required by law; and (iii) the PHI pertains 
solely to a health care item or service for which the individual, or person, other than the health plan on behalf of 
the Individual, has paid Shawano County in full.  
e. Shawano County will document any restrictions, denial of restrictions, and terminations of restrictions, and will 
notify the client of these actions.  
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1.12.2.1(B) CONFIDENTIAL COMMUNICATIONS  
 
Purpose  
This policy identifies a client's right to request that an alternative means of communication between Shawano 
County and the client be used.  
 
Policy  
a. Shawano County will accommodate reasonable requests by clients to receive communications of PHI by 
alternative means or at alternative locations. The request must be in writing.  
b. Shawano County may refuse to accommodate a request if the client has not provided information as to how 
payment, if applicable, will be handled, or if an alternative address or method of contact has not been specified.  
c. Shawano County will not require an explanation from the client as to the basis for the request as a condition 
of providing communications on a confidential basis.  
 
1.12.2.2 ACCESS TO RECORDS  
 
Purpose 
The policies in this section outline the client’s right to request access to his/her medical record or other  
PHI. The policies present Shawano County’s responsibilities in fulfilling this request.  
 
1.12.2.2(A) REQUEST FOR ACCESS  
 
Purpose  
This policy identifies the client’s right to access his/her medical record.  
 
Policy  
Each client has a right of access to inspect and obtain a copy of his/her PHI in a designated record set, for as 
long as the PHI is maintained in the designated record set, except for:  
a. Psychotherapy notes;  
b. Information compiled in reasonable anticipation of, or for use in, a civil, criminal, or administrative action or 
proceeding; and  
c. PHI maintained by Shawano County that is:  
i. Subject to the Clinical Laboratory Improvements Amendments of 1988, 42 U.S.C. 263a, to the extent the 
provision of access to the client would be prohibited by law; or  
ii. Exempt from the Clinical Laboratory Improvements Amendments of 1988, pursuant to 42 CFR 493.3(a)(2).  
 
1.12.2.2(B) DENIAL  
 
Purpose  
This policy defines Shawano County’s reasons for denying a client’s request to access his/her medical record.  
 
Policy  
a. Shawano County may deny a client access, without providing the client an opportunity for review, in the 
following circumstances:  
1. The PHI is excepted from the right of access by Policy 1.12.2.2(A), “Request for Access”.  
2. If acting under the direction of a correctional institution, Shawano County may deny, in whole or in part, an 
inmate’s request to obtain a copy of PHI, if obtaining such copy would jeopardize the health, safety, security, 
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custody, or rehabilitation of the client or of other inmates, or the safety of any officer, employee, or other person 
responsible for the inmate.  
3. A client’s access to PHI created or obtained in the course of research may be temporarily suspended for as 
long as the research is in progress, provided that the client has agreed to the denial of access when consenting 
to participate in the research, and Shawano County has informed the client that the right of access will be 
reinstated upon completion of the research.  
4. A client’s access to PHI that is contained in records that are subject to the Privacy Act, 5 U.S.C. § 552a, may 
be denied, if the denial of access under the Privacy Act would meet the requirements of that law.  
5. A client’s access may be denied if the PHI was obtained from someone other than a health care provider 
under a promise of confidentiality and the access requested would be reasonably likely to reveal the source of 
the information.  
b. Shawano County may deny a client access, provided that the client is given a right to have such denials 
reviewed, in the following circumstances: 
1. A licensed health care professional has determined that the access requested is reasonably likely to 
endanger the life or physical safety of the client or another person;  
2. The PHI makes reference to another person (unless such other person is a health care provider) and a 
licensed health care professional has determined that the access requested is reasonably likely to cause 
substantial harm to such other person; or  
3. The request for access is made by the client’s personal representative, and a licensed health care 
professional has determined that the provision of access to such personal representative is reasonably likely to 
cause substantial harm to the client or another person.  
c. If access is denied on a ground permitted under section (b) of this policy, the client has the right to have the 
denial reviewed by a licensed health care professional. Shawano County must designate a licensed health care 
professional, who was not directly involved in the denial to review the decision to deny access. Shawano County 
must promptly refer a request for review to such designated reviewing official. The designated reviewing official 
must determine, within a reasonable period of time, whether or not to deny the access requested. Shawano 
County must promptly provide written notice to the individual of the determination of the designated reviewing 
official, and take other action as required to carry out the designated reviewing official’s determination.  
d. If Shawano County denies access in whole or in part to requested PHI, Shawano County will, to the extent 
possible, give the client access to any other PHI requested, after excluding the PHI as to which Shawano 
County has a ground to deny access. In addition, Shawano County will provide a timely, written denial to the 
client, in accordance with Policy 1.12.2.2(C), “Provision of Access”, sections (b) and (c). The denial must be in 
plain language and contain:  
1.The basis for the denial;  
2.If applicable, a statement of the client’s review rights including a description of how the client may exercise 
such review rights; and  
3.A description of how the client may complain to Shawano County or to the Secretary of Health and Human 
Services for failure to comply with the client’s request. The description must include the name, or title, and 
telephone number of a contact person or office related to privacy and security.  
e. If Shawano County does not maintain the PHI that is the subject of the client’s request for access, and 
Shawano County knows where the requested information is maintained, Shawano County will inform the client 
where to direct the request for access.  
 
1.12.2.2(C) PROVISION OF ACCESS  
 
Purpose  
This policy identifies Shawano County’s requirements for processing a request for access to a client’s medical 
record.  
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Policy  
a. A client must submit a request for access in writing.  
b. Shawano County will act on a request for access no later than 30 days after receipt of the request as follows.  
1. If the request is not denied, Shawano County will inform the client of the acceptance of the request and 
provide the access requested.  
2. If the request is denied, in whole or in part, Shawano County will provide the client with a written denial, in 
accordance with Policy 1.12.2.2(B), “Denial”.  
c. If Shawano County is unable to take action within the time required, Shawano County may extend the time for 
such actions by no more than 30 days, provided that Shawano County, within the time limit set by sections (b) 
and (c) of this policy, as applicable, provides the client with a written statement of the reasons for the delay and 
the date by which Shawano County will complete its action on the request. Shawano County may have only one 
such extension of time for action on a request for access.  
d. If Shawano County provides a client with access in whole or in part to PHI, Shawano County must comply 
with the following requirements.  
1. Shawano County will provide the access requested by a client, including inspection or obtaining a copy, or 
both, of his/her PHI in designated record sets. If the same PHI that is the subject of a request for access is 
maintained in more than one designated record set or at more than one location, Shawano County will only 
produce the PHI once in response to a request for access.  
2. Shawano County will provide the client with access to the PHI in the form or format requested by the client, if 
it is readily producible in such form or format; or, if not, in a readable hard copy form or such other form or 
format as agreed to by both parties. However, if the PHI that is the subject of the request is maintained in one or 
more designated record sets electronically and the client requests an electronic copy of such information, 
Shawano County will provide the client with access to the PHI in the electronic form and format requested by 
the client, if it is readily producible in such form and format; or if not, in a readable electronic form and format as 
agreed to by both parties.  
3. Shawano County may provide the client with a summary of the PHI requested, in lieu of providing access to 
the PHI, or may provide an explanation of the PHI to which access has been provided, if the client agrees in 
advance to such summary or explanation, and to any fees that may be required.  
4. Shawano County will provide the access as requested by the client in a timely manner, including arranging 
with the client for a convenient time and place to inspect or obtain a copy of the PHI. A copy may be mailed at 
the client’s request. Shawano County may discuss the scope, format, and other aspects of the request for 
access with the client as necessary to facilitate the timely provision of access.  
5. If the client’s request directs Shawano County to transmit the copy directly to another person, Shawano 
County must provide the copy to such person designated by the client if the request is in a writing signed by the 
client and clearly identifies the designated person and where to send the copy of the PHI.  
e. Shawano County will document the designated record sets that are subject to access by clients; and the title 
of the individual(s) or office(s) responsible for receiving and processing requests for access by clients.  
f. All documentation including requests and denials, will be retained for seven (7) years (if an adolescent, 
records retained until individual turns nineteen (19) or seven (7) years from last date of service, whichever is 
longer) from the date of document creation or the date it last was in effect, whichever is later.  
 
1.12.2.3 AMENDMENT OF RECORDS  
 
Purpose  
The policies in this section outline the client’s right to request an amendment to his/her medical record or other 
PHI. The policies present Shawano County’s responsibilities in fulfilling this request.  
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1.12.2.3(A) REQUEST AND DOCUMENTATION FOR AMENDMENT  
 
Purpose  
This policy identifies the client’s right to amend his/her medical record.  
 

Policy 
A client has the right to have PHI or a record about the client in a designated record set amended, for as long as 
the PHI is maintained in the designated record set.  
 
1.12.2.3(B) DENIAL  
 
Purpose  
This policy defines Shawano County’s reasons for denying a client’s request to amend his/her medical record.  
 
Policy  
a. Shawano County may deny a client’s request for amendment, if it determines that the PHI or record that is 
the subject of the request:  
1. was not created by Shawano County, unless the client provides a reasonable basis to believe that the 
originator of PHI is no longer available to act on the requested amendment;  
2. is not part of the designated record set;  
3. would not be available for inspection under Policy 1.12.2.2(A), “Request for Access”; or  
4. is accurate and complete.  
b. If Shawano County denies a client’s request for amendment, Shawano County must provide the client with a 
written denial within 60 days of the date the request is received. The denial must be written in plain language 
and contain:  
1. The basis for the denial;  
2. The client’s right to submit a written statement disagreeing with the denial and how the client may file such a 
statement;  
3. A statement that, if the client does not submit a statement of disagreement, the client may request that 
Shawano County provide the client’s request for amendment and the denial with any future disclosures of the 
PHI that is the subject of the amendment; and  
4. A description of how the client may complain to Shawano County or to the Secretary of Health and Human 
Services for failure to comply with the client’s request. The description must include the name, or title, and 
telephone number of a contact person or office related to privacy and security.  
c. If Shawano County is unable to provide a written denial within the time required, Shawano County may 
extend the time by no more than 30 days, provided that Shawano County, within 60 days of receipt of a request, 
provides the client with a written statement of the reasons for the delay and the date by which Shawano County 
will complete its action. Shawano County may have only one such extension of time for action on a request for 
amendment.  
d. Shawano County permits the client to submit to Shawano County a written statement disagreeing with the 
denial of all or part of a requested amendment and the basis of such disagreement. Shawano County may 
reasonably limit the length of a statement of disagreement.  
e. Shawano County may prepare a written rebuttal to the client’s statement of disagreement. Whenever such a 
rebuttal is prepared, Shawano County will provide a copy to the client who submitted the statement of 
disagreement.  
f. Shawano County will, as appropriate, identify the record or PHI in the designated record set that is the subject 
of the disputed amendment and append or otherwise link the client’s request for an amendment, Shawano 
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County’s denial of the request, the client’s statement of disagreement, if any, and Shawano County’s rebuttal, if 
any, to the designated record set (document or transaction).  
g. If a statement of disagreement has been submitted by the client, Shawano County must include the material 
appended or, at the election of Shawano County, an accurate summary of any such information, with any 
subsequent disclosure of the PHI to which the disagreement relates.  
h. If the client has not submitted a written statement of disagreement, Shawano County will, upon request of the 
client, include the request for amendment and its denial, or an accurate summary of such information, with any 
subsequent disclosure of the PHI. When a subsequent disclosure is made using a standard transaction (as 
defined by the HIPAA Transaction Rules) that does not permit the additional material to be included with the 
disclosure, Shawano County may separately transmit the request for amendment and its denial, or summary of 
such information, to the recipient of the standard transaction.  
 
1.12.2.3(C) ACCEPTANCE AND IMPLEMENTATION  
 
Purpose  
This policy identifies Shawano County’s requirements for processing a request for amending a client’s medical 
record.  
 
Policy  
a. A client may request in writing that Shawano County amend the PHI maintained in a designated record set. 
The written request must include a reason to support a requested amendment.  
b. Shawano County must act on the client’s request for an amendment no later than 60 days after receipt of 
such a request.  
c. If Shawano County is unable to take an action on the client’s request within the time required, Shawano 
County may extend the time by no more than 30 days, provided that Shawano County, within 60 days of receipt 
of a request, provides the client with a written statement of the reasons for the delay and the date by which 
Shawano County will complete its action on the request. Shawano County may have only one such extension of 
time for action on a request for amendment.  
d. If Shawano County grants the requested amendment, Shawano County will make the appropriate 
amendment by identifying the records in the designated record set that are affected by the amendment and 
appending or otherwise providing a link to the location of the amendment. Shawano County will inform the client 
that the amendment is accepted. With the client’s agreement, Shawano County will notify the relevant persons 
with which the amendment needs to be shared. Relevant persons include persons identified by the client as 
having received PHI about the client and needing the amendment; and persons, including business associates, 
that Shawano County knows have the PHI that is the subject of the amendment and that may have relied, or 
could rely, on such information to the detriment of the client.  
e. If informed by another health care provider or another agency of an amendment to a client’s PHI, Shawano 
County will amend the PHI in designated record sets.  
f. Shawano County will document the title of the individual(s) or office(s) responsible for receiving and 
processing requests for amendment by clients. All documentation including requests and denials, will be 
retained for seven (7) years (if an adolescent, records retained until individual turns nineteen (19) or seven (7) 
years from last date of service, whichever is longer) from the date of document creation or the date it last was in 
effect, whichever is later.  
 
1.12.2.4 ACCOUNTING OF DISCLOSURES 
  
Purpose  
The policies in this section outline the client’s right to request an accounting of disclosures related to Shawano 
County’s uses and disclosures of the client’s medical record or other PHI, for reasons other than treatment, 
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payment or health care operations. The policies present Shawano County’s responsibilities in fulfilling this 
request. 
 
1.12.2.4(A) REQUEST AND DOCUMENTATION FOR ACCOUNTING  
 
Purpose  
This policy identifies the client’s right to request an accounting of disclosures of his/her medical record.  
 
Policy  
a. A client has a right to receive an accounting of disclosures of PHI made by Shawano County in the seven 
years prior to the date on which the accounting is requested, except for disclosures:  
1. To carry out treatment, payment and health care operations (except that, as of the compliance date for 
providing an accounting of disclosures of PHI from an Electronic Health Record for treatment, payment or health 
care operations, Shawano County shall document and make available as required an accounting of disclosures 
from an Electronic Health Record for such purposes in the prior three years);  
2. To clients of PHI about them;  
3. For the facility’s directory or to persons involved in the client’s care or other notification purposes;  
4. Made pursuant to the client’s authorization.  
5. Which are part of a limited data set.  
6. Which are incidental to another permissible use or disclosure.  
7. For national security or intelligence purposes;  
8. To correctional institutions or law enforcement officials as provided under the HIPAA rules; or  
9. That occurred prior to the compliance date set forth by HIPAA’s Privacy Rules.  
b. Shawano County will temporarily suspend a client’s right to receive an accounting of disclosures to a health 
oversight agency or law enforcement official for the time specified by such agency or official. Such agency or 
official must provide Shawano County with a written or verbal statement that such an accounting to the client 
would be reasonably likely to impede the agency's activities and specifying the time for which such a 
suspension is required. If the agency or official statement is made orally, Shawano County will:  
1. Document the statement, including the identity of the agency or official making the statement;  
2. Temporarily suspend the client’s right to an accounting of disclosures subject to the statement; and  
3. Limit the temporary suspension to no longer than 30 days from the date of the oral statement, unless a 
written statement is submitted during that time.  
c. A client may request an accounting of disclosures for a period of time less than seven years from the date of 
the request.  
 
1.12.2.4(B) PROVISION  
 
Purpose  
This policy identifies Shawano County’s requirements for processing a request for an accounting of disclosures 
of a client’s medical record.  
 
Policy  
a. Shawano County will act on the client’s request for an accounting, no later than 60 days after receipt of such 
a request. Shawano County will provide the client with the accounting requested, or if unable to provide the 
accounting within the time required, Shawano County may extend the time to provide the accounting by no 
more than 30 days, provided that Shawano County, within 60 days after receipt of a request, provides the client 
with a written statement of the reasons for the delay and the date by which Shawano County will provide the 
accounting. Shawano County may have only one such extension of time for action on a request for an 
accounting.  
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b. Shawano County will provide the first accounting to a client in any 12-month period without charge. Shawano 
County may impose a reasonable, cost-based fee for each subsequent request for an accounting by the same 
client within the 12-month period. Shawano County will inform the client in advance of the fee and provide the 
client with an opportunity to withdraw or modify the request for a subsequent accounting in order to avoid or 
reduce the fee.  
c. Shawano County will document the titles of the individual(s) or office(s) responsible for receiving and 
processing requests for an accounting by clients. All documentation including requests for accounting, denials, 
and the written accounting provided to the client will be retained for seven (7) years (if an adolescent, records 
retained until individual turns nineteen (19) or seven (7) years from last date of service, whichever is longer) 
from the date of document creation or the date it last was in effect, whichever is later.  
d. If Shawano County determines that it must exclude PHI from an accounting of disclosures for any of the 
reasons described in Policy 1.12.2.4(A), “Requests and Documentation for Accounting”, Shawano County will 
provide a timely, written explanation to the client. The explanation will be in plain language and contain:  
1. The basis for the exclusion; and  
2. A description of how the client may complain to Shawano County or to the Secretary of Health and Human 
Services for failure to comply with the client’s request, in whole or in part. The description must include the 
name, or title, and telephone number of a contact person or office related to privacy and security.  
 
1.12.2.4(C) CONTENT  
 
Purpose  
This policy identifies the content of an accounting of disclosures of a medical record.  
 
Policy  
a. When providing a client with an accounting, the accounting must include disclosures of PHI that occurred 
during the seven years (or such shorter time period at the request of the client or three years with respect to 
disclosures from an Electronic Health Record for purposes of treatment, payment and health care operations) 
prior to the date of the request for the accounting, including disclosures to business associates of Shawano 
County.  
b. The accounting must include for each disclosure:  
1. The date of the disclosure;  
2. The name of the entity or person who received the PHI and, if known, the address of such entity or person;  
3. A brief description of the PHI disclosed; and  
4. A brief statement of the purpose of the disclosure that reasonably informs the client of the basis for the 
disclosure, or in lieu of such statement, a copy of a written request for a disclosure, if any.  
c. If, during the period covered by the accounting, Shawano County has made multiple disclosures of PHI to the 
same person or entity for a single purpose, the accounting may provide:  
1. The information required for the first disclosure during the accounting period;  
2. The frequency, periodicity, or number of the disclosures made during the accounting period; and,  
3. The date of the last such disclosure during the accounting period.  
 
1.12.3 ADMINISTRATIVE POLICIES  
 
1.12.3.1 GOVERNANCE 
 
Purpose  
The policies in this section outline Shawano County’s responsibilities and approach to managing and directing 
its privacy practices. These policies provide an overview of Shawano County’s structure related to the 
management of privacy and security issues.  
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1.12.3.1(A) RESPONSIBILITY-PRIVACY OFFICER  
 
Purpose  
The objective of this policy is to provide a mission statement for Shawano County in addressing client privacy 
and information security issues. Shawano County will designate a privacy official to be responsible for the 
development and implementation of the security/confidentiality policies and procedures. The Privacy Officer will 
oversee all matters involving privacy, including the receipt of complaints, and coordinating with the appropriate 
department managers to ensure proper implementation of security measures, training programs and privacy 
rules.  
 
Policy  
It is the role of all workers (employees, contractors, physicians, volunteers, students and other temporary 
workers) to maintain the confidentiality and security of protected health information in order to ensure the client’s 
right to privacy. Guidance, direction, and authority for privacy and security activities are the responsibility of the 
Privacy Officer. Further the Privacy Officer for Shawano County is hereby designated as the County 
Administrative Coordinator.  
 
1.12.3.1(B) MANAGEMENT ROLE  
 
Purpose  
This policy identifies the responsibilities of Shawano County’s managers with regard to ensuring privacy.  
 
Policy  
Managers are responsible for implementing security and privacy processes in a fashion that is consistent with 
the criticality, value, and sensitivity of the information being handled. Managers are also responsible for 
documenting client complaints with regard to privacy, and for administering corrective actions for workers known 
to be in violation of Shawano County’s privacy rules.  
 
1.12.3.1(C) OTHER PRIVACY AND SECURITY ROLES  
 
Purpose  
The intent of this policy is to define a broader range of privacy and security responsibilities. Security and privacy 
is an organization-wide responsibility and must be guarded by all members of the workforce.  
 
Policy  
a. To promptly determine unauthorized usage and other errors that may be information-security-related, a 
review of statements is imperative. All user department managers must promptly review the details of their 
computer and communications bills (including internal charge-back statements) to ensure that the charges are 
appropriate, that no significant mistakes have been made, and that no significant unauthorized usage has 
occurred. 
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b. Every multi-user computer system must have designated security administrators to define user privileges, 
monitor access control logs, and perform similar activities. For purposes of this policy, local area network (LAN) 
servers and Voice Over Internet Protocol (VoIP) switches are considered to be multi-user systems. Every 
systems administrator must also have a designated and trained backup employee who can fill-in when 
necessary.  
c. All outside consultants, contractors, and temporary workers must be subject to the same information security 
requirements as Shawano County's employees. This includes, but is not limited to physicians, registry nurses, 
students, volunteers, consultants and outsourced employees.  
d. In order to meet certification requirements of HIPAA, Shawano County will perform periodic reviews of the 
adequacy of privacy and security policies, and Technology Services controls as well as compliance with such 
controls. These reviews may be contracted to third parties (e.g. consultants) who specialize in specific controls 
such as network security.  
 
1.12.3.1(D) OWNER, CUSTODIAN AND USER RESPONSIBILITIES  
 
Purpose  
This policy establishes that the Technology Services Department, while serving as a custodian, should not at 
the same time be an owner of information. Each Department will designate a Medical Records custodian who 
has responsibility for the handling, storage, and use of medical records as set forth in section 1.12.1.1(B).  
 
Policy  
Workers within operational departments that use, create, collect or disclose information consistent with their job 
functions are the owners of information. This information may be in paper or electronic form. With the exception 
of operational computer and network information, the Technology Services Department is not the owner of 
electronic information, but rather the custodian of such information. Likewise, each department shall designate a 
records custodian for the purpose of protection of medical records. Accordingly, workers must comply with the 
requirements of Shawano County’s privacy policies, and must ensure that data for which they are responsible is 
maintained in a secure and effective manner.  
 
1.12.3.1(E) CERTIFICATION OF COMPLIANCE  
 
Purpose  
The intent of this policy is to establish an ongoing organizational evaluation process in order to certify 
compliance with Shawano County's privacy policies, and regulations required by other organizations including 
federal and state government agencies.  
 
Policy  
Shawano County will periodically review its operational policies and practices, and evaluate its computer 
systems and network design to certify that the appropriate security has been implemented. This evaluation can 
be performed internally or by an external agency.  
 
1.12.3.2 ENFORCEMENT  
 
Purpose 
The policies in this section outline Shawano County’s responsibilities and approach to monitoring and enforcing 
its privacy policies and practices. It addresses Shawano County’s approach to tracking and reporting violations, 
and provides protections for those who file a complaint or report a violation.  
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1.12.3.2(A) POLICIES AND PROCEDURES  
 
Purpose  
The intent of this policy is to communicate that workers are required to comply with privacy and security policies.  
 
Policy  
a. Shawano County has implemented policies and procedures, with respect to PHI, designed to comply with the 
standards, implementation specifications, and other requirements of the standards for Privacy of individually 
identifiable health information and Security standard for the protection of electronic Protected Health 
Information.  
b. Shawano County reserves the right to revise its policies and procedures. When changes are made, Shawano 
County will promptly notify and educate staff on these changes. Shawano County’s workers are responsible for 
understanding and complying with these policies and procedures. Violations of these policies and procedures 
will not be tolerated.  
 
1.12.3.2(B) MONITORING/AUDITING  
 
Purpose  
The intent of this policy is to ensure that processes are in place to secure the privacy and integrity of 
information, and to validate that these processes were developed employing solid principles and appropriate 
preventive measures.  
 
Policy  
a. All security processes will be evaluated periodically to determine the minimum set of controls required to 
reduce the risk of privacy and security violations to an acceptable level.  
b. All major enhancements, upgrades, conversions, and related changes associated with Data Processing or 
applications must be preceded by a risk assessment as related to Shawano County's privacy policies.  
c. Shawano County will implement specialized technology tools for the purposes of auditing and/or monitoring 
Shawano County's abilities to ensure proper use and disclosure of protected health information. Activities may 
include the auditing or monitoring of system access, Internet access, network usage, failed system login 
attempts, telephone usage, and access to inappropriate client records.  
 
1.12.3.2(C) COMPLAINTS  
 
Purpose  
This policy identifies a process for clients to file complaints related to a client’s right to privacy or related to 
Shawano County’s privacy and security policies.  
 
Policy  
a. A person who believes Shawano County is not complying with the applicable requirements of the security 
processes may file a complaint with the Secretary of Health and Human Services. Complaints made to the 
Secretary must meet the following requirements:  
1. A complaint must be filed in writing, either on paper or electronically.  
2. A complaint must name the entity that is the subject of the complaint and describe the acts or omissions 
believed to be in violation of the applicable standards, requirements, and/or implementation specifications of any 
legally mandated privacy and/or security regulations.  
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3. A complaint must be filed within 180 days of when the complainant knew or should have known that the act or 
omission complained of occurred, unless this time limit is waived by the Secretary of Health and Human 
Services.  
b. Shawano County acknowledges that the Secretary of Health and Human Services is empowered to and may 
investigate any complaints. Accordingly, Shawano County will cooperate with any investigation or compliance 
review. Shawano County will keep records including pertinent policies, procedures, or practices and of the 
circumstances regarding any alleged violation. Shawano County will submit compliance reports, in a timely 
manner as requested by the Secretary.  
c. Shawano County’s Privacy Officer in cooperation with appropriate department managers, will investigate any 
alleged violation of Shawano County’s privacy policies, and take appropriate action to remedy the violation and 
initiate a personnel action as appropriate.  
d. A person may also file a complaint directly with Shawano County. Shawano County will include contact 
information for filing a complaint in its Notice of Privacy Practices. The contact information will include the name, 
title, and telephone number of Shawano County’s Privacy Officer / Program Management Office.  
e. Shawano County’s workers must report any known or suspected violation of a privacy or security policy, or 
any known or suspected breach of security to their department managers immediately. Department managers 
will report the violation or breach to the Privacy Officer. All reports should be communicated maintaining strict 
confidentiality. Shawano County’s workers may likewise file written complaints with the Privacy Officer as a 
means to report a violation or breach.  
f. The Privacy Officer will initiate a formal problem management process to record any suspected violation, to 
reduce their incidence, and to prevent their recurrence. In addition, the Privacy Officer must prepare an annual 
analysis of reported information security problems and violations.  
g. To ensure a quick, effective, and orderly response to incidents, Shawano County must maintain procedures 
for handling privacy violations and security incidents. Key individuals, including department heads shall be 
responsible for assisting in the investigation and correction of security incidents.  
h. Shawano County’s workforce may also file complaints or report incidents as provided in Policy 1.12.6.4(B), 
“Reporting Structure—Privacy Official.”  
 
1.12.3.2(D) SANCTIONS  
 
Purpose  
This policy communicates Shawano County’s willingness and commitment in enforcing its privacy and security 
policies.  
 
Policy  
Shawano County will apply the appropriate sanctions against members of its workforce and business associates 
who fail to comply with Shawano County’s privacy and security policies. These sanctions include the disciplinary 
actions defined in these privacy policies, up to and including termination, as well as the remediation steps 
outlined in the Business Associate Agreement, also including termination. Shawano County will document the 
sanctions applied, if any, and maintain such documentation for seven (7) years (if an adolescent, records 
retained until individual turns nineteen (19) or seven (7) years from last date of service, whichever is longer). 
See Policy 1.12.5.3(A), “Corrective Action/Sanctions” for further information.  
 
1.12.3.2(E) MITIGATION  
 
Purpose  
The intent of this policy is to communicate Shawano County’s commitment to establishing procedures to correct 
and prevent violations of a client’s privacy or a breach of Shawano County’s security infrastructure.  
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Policy  
Shawano County will mitigate, to the extent practicable, any harmful effect of a use or disclosure of PHI in 
violation of its privacy and security policies or the HIPAA Rules. Shawano County is responsible to mitigate for 
harm caused by either members of the workforce or by their business associates.  
 
1.12.3.2(F) BREACH ASSESSMENT AND REPORTING  
 
Purpose  
The intent of this policy is to identify Shawano County’s process for assessing whether a Breach of Unsecured 
PHI has occurred and for reporting any Breach of Unsecured PHI.  
 
Definitions  
For purposes of this Section, the term “Breach” and “Unsecured PHI” have the same definitions as set forth in 
45 C.F.R. § 164.402. In summary, a Breach is generally an acquisition, access, use or disclosure of PHI in a 
manner not permitted under the Privacy Rule which compromises the security or privacy of the PHI. “Unsecured 
PHI” means that the PHI was not rendered unusable, unreadable, or indecipherable to unauthorized persons 
through use of a technology or methodology specified by the Secretary of the Department of Health and Human 
Services in guidance.  
A “Breach” does not include the following:  
• Any unintentional acquisition, access, or use of PHI by a workforce member or person acting under the 
authority of a covered entity or a business associate, if such acquisition, access, or use was made in good faith 
and within the scope of authority and does not result in further impermissible use or disclosure.  
• Any inadvertent disclosure by a person by a person who is authorized to access PHI at a covered entity or 
business associate to another person authorized to access PHI at the same covered entity or business 
associate, or organized health care arrangement in which the covered entity participates, and the information 
received as a result of such disclosure is not further used or disclosed impermissibly.  
• A disclosure of PHI where a covered entity or business associate has a good faith belief that an unauthorized 
person to whom the disclosure was made would not reasonably have been able to retain such information. An 
acquisition, access, use or disclosure of disclosure of PHI in a manner not permitted under the Privacy Rule is 
presumed to be a breach, unless Shawano County can demonstrate that there is a low probability that the PHI 
has been compromised based on a risk assessment that includes the following factors:  
• The nature and extent of the PHI involved, including the types of identifiers and the likelihood of re-
identification (relevant factors include the sensitivity of the information, such as financial or sensitive medical 
information, the nature and detail of the information involved, and the amount of direct client identifiers 
involved).  
• The unauthorized person who used the PHI or to whom the disclosure was made. For example, whether the 
disclosure was to another health care provider, to the individual’s employer, etc.  
• Whether the PHI was actually acquired or viewed.  
• The extent to which the risk to the PHI has been mitigated. For example, whether Shawano County was able 
to obtain reliable satisfactory assurances from the recipient that the information would not be further disclosed.  
 
Policy  
a. Shawano County’s workforce must notify Shawano County’s Privacy Officer or the Department Manager (who 
must in turn notify the Privacy Officer) of any impermissible access, use or disclosure of PHI.  
b. Upon receipt of any indication from a client, workforce member or any other party that a Breach may have 
occurred, Shawano County’s Privacy Officer, or designee, will immediately investigate whether a Breach of 
Unsecured PHI occurred by gathering facts relevant to the potential Breach. Relevant factors include: (i) a 
description of what happened, including the date of the potential breach; (ii) the types of PHI involved; (iii) any 
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potential harm to individuals and the steps they may need to take to protect themselves; (iv) who used the 
information or to whom the information was disclosed; (v) whether the PHI was actually acquired or viewed; (vi) 
whether the PHI was further used or disclosed impermissibly; and (vii) the ability to mitigate the risk and/or 
obtain satisfactory assurances from the recipient.  
c. After gathering relevant facts, Shawano County’s Privacy Officer, or designee, will assess whether a Breach 
has occurred using all four of the factors identified above, along with any additional factors that may be relevant 
in the circumstances. Shawano County’s Privacy Officer or designee will document the analysis.  
d. Shawano County will assume that a Breach has occurred, unless Shawano County is able to demonstrate in 
the risk analysis that there is only a low probability that the PHI has been compromised (again, the risk analysis 
must consider all four of the factors identified above).  
e. If the PHI involved was not Unsecured PHI, no Breach notice is required, but Shawano County will take 
further steps as necessary or appropriate to prevent any similar potential Breach in the future.  
f. If Shawano County is able to demonstrate through the risk analysis that there is only a low probability that the 
PHI has been compromised, no Breach notice is required, but Shawano County will take further steps as 
necessary or appropriate to prevent any similar potential Breach in the future.  
g. If Shawano County is unable to demonstrate through the risk analysis that there is only a low probability that 
the PHI has been compromised and the PHI involved was “Unsecured PHI,” Shawano County will provide 
appropriate Breach notices in accordance with the requirements in the HIPAA Rules, as follows:  
i. Discovery of Breach. A Breach of Unsecured PHI shall be treated as discovered by Shawano County as of the 
first day on which such Breach is known to Shawano County, or, by exercising reasonable diligence would have 
been known to Shawano County. Shawano County shall be deemed to have knowledge of a Breach if such 
Breach is known, or by exercising reasonable diligence would have been known, to any person, other than the 
person committing the Breach, who is a workforce member or agent of Shawano County (as determined in 
accordance with the federal common law of agency).  
ii. Less than 500 individuals. If the Breach of Unsecured PHI involves less than 500 individuals, Shawano 
County will, without unreasonable delay, and in no case later than 60 calendar days of discovering the Breach 
of Unsecured PHI, notify the individual in accordance with the rules at 45 C.F.R. § 164.404.  
iii. 500 or more individuals. In addition to providing notices to individuals as described above, if the Breach of 
Unsecured PHI involves more than 500 residents of a state or jurisdiction, Shawano County will notify prominent 
media outlets serving the state or jurisdiction without unreasonable delay, and in no case later than 60 calendar 
days of discovering the Breach, in accordance with the rules at 45 C.F.R. § 164.404. Shawano County will also 
notify the Department of Health and Human Services contemporaneously with the notice to individuals, in the 
manner specified on the Department of Health and Human Services’ website.  
iv. Notice to HHS and Log of Breaches. Shawano County will maintain a log or other documentation of 
Breaches of Unsecured PHI involving less than 500 individuals. Within 60 days following the end of each 
calendar year, Shawano County will provide documentation for Breaches of Unsecured PHI discovered during 
the calendar year to the Department of Health and Human Services in the manner specified on the Department 
of Health and Human Services’ website from time to time.  
v. Law enforcement request for a delay in providing a Breach notification, notice or posting. If a law enforcement 
official states to Shawano County that a notification, notice or posting would impede a criminal investigation or 
cause damage to national security, Shawano County will delay such notice for the time period specified by the 
official if the statement is in writing and specifies the time for which the delay is required. However, if the 
statement is made orally, Shawano County will document the statement, including the identity of the official 
making the statement, and delay the notification temporarily and no longer than 30 days from the date of the 
oral statement, unless prior to the end of the 30 days the law enforcement official provides a written statement 
specifying the time for which the delay is required.  
h. Shawano County’s Privacy Officer or designee will document all facts, the risk analysis and notices and 
maintain such documentation for seven (7) years (if an adolescent, records retained until individual turns 
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nineteen (19) or seven (7) years from last date of service, whichever is longer) from the completion of the 
analysis and date of the notices.  
 
 
1.12.3.2(G) WHISTLEBLOWERS/REFRAIN FROM RETALIATION  
 
Purpose 

In order to encourage compliance management and enforcement by all workers, this policy mandates that 

Shawano County will refrain from retaliatory acts against individuals who file complaints or report a violation.  

Policy  
Shawano County will not intimidate, threaten, coerce, discriminate against, or take other retaliatory action 
against any individual(s) for:  
a. Exercising any right under, or for participating in any process established by HIPAA’s privacy rules (Title II, 
Part 164 Subpart E), including the filing of a complaint with Shawano County or the Secretary of Health and 
Human Services;  
b. Testifying, assisting, or participating in an investigation, compliance review, proceeding, or hearing under 45 
C.F.R. Part 160; or  
c. Opposing any act or practice made unlawful by HIPAA’s privacy rules (Title II, Part 164 Subpart E), provided 
the individual has a good faith belief that the practice opposed is unlawful, and the manner of the opposition is 
reasonable and does not involve an improper disclosure of PHI.  
d. Shawano County will provide a method for workers to report suspected violations and breaches 
anonymously, in writing, to the Privacy Officer.  
 
1.12.3.2(H) WAIVER OF RIGHTS  
 
Purpose  
This policy communicates that Shawano County will not condition treatment on a waiver of a client’s rights to file 
a complaint with the Secretary of Health and Human Services for a privacy violation.  
 
Policy  
Shawano County will not require clients to waive their rights to file a complaint with the Secretary of Health and 
Human Services for a privacy violation as a condition of the provision of treatment, payment, enrollment in a 
health plan, or eligibility for benefits.  
 
1.12.3.2(I) SAFEGUARDS  
 
Purpose  
The intent of this policy is to communicate that organizational safeguards will be implemented to protect PHI 
from any intentional or unintentional use or disclosure that violates a client’s right to privacy, and from any threat 
to the integrity and availability of that information.  
 
Policy  
a. Shawano County will ensure that administrative procedures are in place to guard the integrity, confidentiality 
and availability of PHI. These procedures must be documented, and workers must be trained on their meaning 
and application. These procedures must also be periodically evaluated for efficiency, and revised when 
appropriate.  
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b. Shawano County will ensure that physical safeguards are in place to guard the integrity, confidentiality and 
availability of PHI. These safeguards relate to the protection of physical computer systems and devices from 
intrusion, from environmental hazards, and natural disasters.  
c. Shawano County will ensure that technical security services and mechanisms are in place to guard the 
integrity, confidentiality and availability of PHI. Services include processes and tools to control and monitor 
information access. Security mechanisms will prevent unauthorized access to data that is resident on Data 
Processing, and that is transmitted over a communications network.  
 
1.12.3.2(J) DOCUMENTATION  
 
Purpose  
The intent of this policy is to ensure that appropriate documentation is created and maintained to document the 
events associated with the enforcement of Shawano County’s privacy policy.  
 
Policy  
a. Policies and procedures will be maintained in written and/or electronic form.  
b. If any of these policies require written communication, Shawano County will maintain such written or 
electronic communication as documentation.  
c. If an action or activity is required by these policies to be documented, Shawano County will maintain a written 
or electronic record of such action or activity.  
d. All documentation will be retained for seven (7) years (if an adolescent, records retained until individual turns 
nineteen (19) or seven (7) years from last date of service, whichever is longer) from the date of its creation or 
from the date when it was last in effect, whichever is later.  
 
1.12.4 MEDICAL RECORDS POLICIES  
1.12.4.1 ACCESS PRIVILEGES (PHYSICIANS, BUSINESS PARTNERS, VENDORS, EMPLOYEES, AND 
OTHER HEALTH FACILITIES)  
 
Purpose  
This section defines all Shawano County Departments with medical records requirements for establishing 
appropriate access privileges for paper and electronic information based on a “need to know”. These policies 
support the guiding principles related to minimum use and disclosure. These policies also address the 
responsibilities of workers in this regard.  
 
1.12.4.1(A) DEFINITION OF APPROPRIATE ACCESS  
 
Purpose  
The intent of this policy is to define appropriate access levels to the medical record.  
 
Policy  
a. Access to information in the possession of, or under the control of, Shawano County must be provided on a 
need-to-know basis. Accordingly, Shawano County will establish access controls that will restrict access to 
client information to those employees who have a business or operational need.  
b. Business associates will be given access to PHI, and/or PHI will be disclosed to them only when there is a 
legitimate business need for the information.  
c. Staff members and business associates must not attempt to access PHI unless they have been granted 
appropriate access rights and have a clear business reason to do so.  
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1.12.4.1(B) ASSIGNMENT OF ACCESS PRIVILEGES 
 
Purpose  
Each Department must designate a Medical Records Custodian for each and every medical record (the 
Department may be centralized within the Department). In addition to the responsibilities of each custodian of 
the medical record, it is the responsibility of each Shawano County employee who generates specific PHI to 
determine the access rights and security of the information. This policy requires that access privileges be 
determined by Shawano County and assigned based on the need to access information directly related to a 
worker’s duties and responsibilities.  
 
Policy  
a. Each owner of a specific portion of information (e.g. Client Demographics) must determine which staff 
members by position and/or responsibility should be given access to those components of the Medical Records, 
and will publish an access roster which will specify all access rights to PHI.  
b. The following table illustrates the access privileges of staff members to the different sections of the client’s 
chart. Each facility must complete the following table, adding additional parts of the medical records as 
appropriate and completing the staff access.  
 
 

Chart Content Paper or Computer or Both Staff Access 

Client Demographics  
Physician Orders  
Progress Notes  
Nursing  
Physicians  
Ancillary Staff  
Consultation Reports  
H & P’s (History and Physicals)  
Discharge Summaries  
Assessments  
Nursing  
Social  
Dietary  
Client Care Plan  
Lab Results  
HIV Results  
Radiology Results  
EKG Results  
Vital Signs  
I & O Records (Intake and Output) 
Consent Forms  
Psych Notes  
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1.12.4.1(C) CONFIDENTIALITY STATEMENTS  
 
Purpose  
This policy establishes the practice of ensuring that Shawano County’s workers are aware of Shawano County’s 
privacy policies, and agrees in writing to comply with those policies. 
 
Policy  
Every worker must understand the policies and procedures about security and confidentiality of information, and 
must agree in writing to perform his or her work according to such policies and procedures. All workers must 
sign a “Confidentiality / Non-Disclosure” agreement. The provision of a signature must take place before work 
begins, or if a worker has been working without an agreement, a signature must be provided as a condition of 
continued employment and privileges.  
 
1.12.4.1(D) REMOTE ACCESS  
 
Purpose  
The intent of this policy is to ensure that all remote access connections associated with the Medical Records 
Department are established within the guidelines of Shawano County’s Technology Services security policies, 
and that workers requiring remote access comply with established privacy and security policies.  
 
Policy  
a. All workers, including contractors and physicians, that perform work remotely will comply with the 
requirements of Policy 7.6.3, “Remote Access (Telecommuting, Dial-Up / Modems)”.  
b. No remote connections will be established without the authorization of the Technology Services Department.  
 
1.12.4.1(E) EMPLOYEE ACCESS  
 
Purpose  
While some employees may have access to their own computerized medical records, all should be aware that 
they must follow established client procedures for access.  
 
Policy  
Workers who are also clients are required to comply with the same policies, and follow the same procedures as 
all other clients related to accessing and amending their medical record. They may not use the privileges 
associated with their position to view their own medical records, nor the records of family or friends.  
 
1.12.4.2 ACCESS TO RECORDS  
 
Purpose  
The policies in this section define the Medical Records Department’s responsibilities for responding to a client’s 
request to access his/her medical record or other PHI.  
 
1.12.4.2(A) REQUEST FOR ACCESS  
 
Purpose  
This policy identifies Shawano County’s responsibility to provide a client with access to his/her medical record.  
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Policy  
a. Upon written request of the client, Shawano County will provide the client with access to or a copy of his/her 
medical record, in whole or in part. Policy 1.12.2.2 (A), “Access to Records - Request for Access” provides 
additional detail.  
b. Shawano County may deny the client’s request in whole or in part, if the client requests access to information 
such as psychotherapy notes and information compiled for use in a civil, criminal, or administrative action. In 
addition, Shawano County will not provide copies of information, where applicable law would prohibit Shawano 
County from disclosing the information to the client, or under circumstances that would jeopardize the safety of 
the client or others. The specifics of the circumstances allowing for denial can be found in Policy 1.12.2.2(B), 
“Access to Records - Denial”.  
c. If access is denied on the grounds that it would endanger or harm the client or others, the client has the right 
to have the denial reviewed by a licensed health care professional. Shawano County will designate a licensed 
health care professional, who was not directly involved in the denial, to review the decision to deny access.  
d. If Shawano County denies the request in part, the client will be given, to the extent possible, a copy of any 
other information contained in the medical record.  
e. If the client requests specific information not contained in the medical record, but Shawano County knows 
where the requested information is maintained, the client will be informed where to direct the request for access.  
 
1.12.4.2(B) PROVISION OF ACCESS  
 
Purpose  
This policy identifies Shawano County’s requirements for processing a request for access to a client’s medical 
record or other PHI maintained in a designated record set. Also see Policy 1.12.2.2, “Access to Records” for 
requirements relating to providing an individual with access to their PHI.  
 
Policy  
a. A client must submit a request for access in writing.  
b. Shawano County will provide a copy of the medical record, and/or any notification of denial within 30 days of 
the client’s request.  
c. If Shawano County is unable to take an action within the time required, Shawano County will notify the client 
in writing of the reasons for the delay, and the date by which Shawano County will complete its action. The 
delay can be no longer than an additional 30 days. Shawano County may not delay action more than once.  
d. Shawano County will provide the client with access to the medical record information in the form or format 
requested by the client, if possible, or in a readable hard copy form or such other form or format as agreed to by 
the client. However, if the PHI that is the subject of the request is maintained in one or more designated record 
sets electronically and the client requests an electronic copy of such information, Shawano County will provide 
the client with access to the PHI in the electronic form and format as agreed to by the parties.  
e. Shawano County may provide the client with a summary of the information requested, or may provide an 
explanation of the information to which access has been provided, if the client agrees in advance. Shawano 
County must disclose any fees that may be imposed.  
f. Shawano County will provide the access as requested by the client in a timely manner, and will arrange for a 
convenient time and place to inspect or obtain a copy of the information. Shawano County will mail the copy at 
the client’s request.  
g. Shawano County will document the designated record sets that are subject to access by clients, as well as 
the titles of the persons or offices responsible for receiving and processing requests for access by clients. All 
documentation including requests and denials, will be retained for seven (7) years (if an adolescent, records 
retained until individual turns nineteen (19) or seven (7) years from last date of service, whichever is longer) 
from the date of document creation or the date it last was in effect, whichever is later.  
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1.12.4.2(C) FEES FOR COPYING  
 
Purpose  
This policy establishes guidelines for imposing fees for copies of the medical record or any other record set 
containing PHI.  
 
Policy  
1. If the client (or client’s personal representative) requests a copy of the medical record or a summary or 
explanation of information, Shawano County may impose a reasonable, cost-based fee, provided that the fee 
includes only the cost of:  
a. Copying, including the cost of supplies for and labor of copying, the information requested by the client;  
b. Postage, when the client has requested the copy, or the summary or explanation, be mailed; and  
c. Preparing an explanation or summary, if agreed to by the client.  
2. Notwithstanding the above, Shawano County may charge no more than the total of all of the following for 
copies of medical records requested by a client:  
a. For paper copies: $.25 per page  
b. Actual shipping costs and any applicable taxes.  
3. Notwithstanding the above, if a client or person authorized by the client requests copies of the client’s health 
care records for use in appealing a denial of social security disability insurance or supplemental security 
income, or if the Department of Health Services requests copies of a client’s health care records for use in 
determining eligibility for social security disability insurance or supplemental security income, Shawano County 
may charge no more than the amount that the federal Social Security Administration reimburses the department 
for copies of client health care records.  
4. Notwithstanding the above, Shawano County may not charge a client or person authorized by the client more 
than 25 percent of the fees listed in section 2, above, for providing one set of copies of a client’s health care 
records if the client is eligible for medical assistance, as defined in Wis. Stat.  
§ 49.43(8). Shawano County may require that a person seeking discounted copies under this section provide 
proof that the client is eligible for medical assistance. For a second or any additional set of copies, Shawano 
County may charge a client eligible for medical assistance in accordance with the guidelines provided 
elsewhere in this policy.  
 
1.12.4.3 AMENDMENT OF RECORDS 
  
Purpose  
The policies in this section define the Medical Records Department’s responsibilities for responding to a client’s 
request to amend his/her medical record or other PHI maintained in a designated record set. Also see Policy 
1.12.2.3, “Amendment of Records,” for requirements relating to amendments to records.  
 
1.12.4.3(A) REQUEST FOR AMENDMENT  
 
Purpose  
This policy identifies the responsibility with regard to a client’s right to amend his/her medical record or PHI 
maintained in a designated record set.  
 
Policy  
a. Shawano County will ensure a client’s right to amend his/her medical record, or any other PHI about the client 
for as long as the PHI is maintained in any designated record set.  
b. Shawano County may deny a client’s request for amendment, if it determines that the information or record 
that is the subject of the request:  
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1. Was not created by Shawano County, unless the client provides a reasonable basis to believe that the 
originator of PHI is no longer available to act on the requested amendment;  
2. Is not part of any designated record set;  
3. Would not be available for inspection under Policy 1.12.2.2(A), “Access to Records”; or  
4. Is accurate and complete.  
c. Shawano County will provide the client with a written denial within 60 days of the date the request is received. 
A description of the content requirements of this denial is located in Policy 1.12.2.3(B), “Amendment of Records 
- Denial”. If Shawano County is unable to provide a written denial within the time required, the response time 
may be extended by no more than 30 days, provided that department provides the client with a written 
statement of the reasons for the delay and the date by which any action be will be completed. This statement 
must be delivered to the client within 60 days of receipt of a request. Only one such extension is permitted.  
d. If the client submits a written statement disagreeing with the denial of all or part of a requested amendment, 
Shawano County may prepare a written rebuttal to the client’s statement of disagreement. Shawano County will 
provide a copy to the client.  
e. Shawano County will append or link the client’s request for an amendment, any denial of the request, any 
client’s statement of disagreement, and any rebuttal, to the designated record set (document or transaction).  
f. If a statement of disagreement has been submitted by the client, Shawano County will include the material 
appended or an accurate summary of any such information, with any subsequent disclosure of the information 
to which the disagreement relates.  
g. If the client has not submitted a written statement of disagreement, Shawano County will, upon request of the 
client, include the request for amendment and its denial, or an accurate summary of such information, with any 
subsequent disclosure of the record or information. When a subsequent disclosure is made using a standard 
transaction (as defined by the HIPAA Transaction Rules) that does not permit the additional material to be 
included with the disclosure, Shawano County may separately transmit the request for amendment and its 
denial, or summary of such information, to the recipient of the standard transaction.  
 
1.12.4.3(B) AMENDING THE RECORD 
 
Purpose  
This policy identifies the Medical Records Department’s responsibilities for processing a request for amending a 
client’s medical record.  
 
Policy  
a. Shawano County will act on the client’s request for an amendment no later than 60 days after receipt of such 
a request. If for any reason Shawano County is unable to take an action on the client’s request within the time 
required, the response time may be extended no more than 30 days. A written statement of the reasons for the 
delay and the date by which action on the request will be completed, must be provided by Shawano County 
within 60 days of receipt of a request. There may be only one such extension per request.  
b. Shawano County will make the appropriate amendment by identifying the records in the designated record 
set that are affected by the amendment and appending or otherwise providing a link to the location of the 
amendment. Shawano County will inform the client that the amendment has been accepted, and with the 
client’s agreement, notify the relevant persons with which the amendment needs to be shared.  
c. If informed by another health care provider or another agency of an amendment to a client’s information or 
record, Shawano County will amend the PHI in designated record sets.  
d. Shawano County will document the titles of the individual(s) or office(s) responsible for receiving and 
processing requests for amendment by clients. All documentation including requests and denials, will be 
retained for seven (7) years (if an adolescent, records retained until individual turns nineteen (19) or seven (7) 
years from last date of service, whichever is longer) from the date of document creation or the date it last was in 
effect, whichever is later. 
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1.12.4.4 DISCLOSURE AUDITS AND LOGS  
 
Purpose  
The policies in this section define the Medical Records Department’s responsibilities related to tracking and 
reporting disclosures of PHI. Also see Policy 1.12.2.4, “Accounting of Disclosures.”  
 
1.12.4.4(A) ACCOUNTING OF DISCLOSURES  
 
Purpose  
This policy serves to establish that the Medical Records Department is responsible for ensuring that proper 
mechanisms and procedures are in place to track disclosures of client information as defined in Policy 1.12.2.4, 
“Accounting of Disclosures”.  
 
Policy  
a. A client has a right to receive an accounting of disclosures of PHI as described in Policy 1.12.2.4, “Accounting 
of Disclosures.” Shawano County is responsible for coordinating with the Technology Services Department and 
the Privacy Officer to ensure that proper mechanisms and procedures are in place to adequately track these 
disclosures.  
b. Upon a client request for an accounting of disclosures, Shawano County will work with the Privacy Officer to 
provide an appropriate accounting as defined in Policy 1.12.2.4, “Accounting of Disclosures”.  
 
1.12.4.4(B) DISCLOSURE AUDITS  
 
Purpose 
The purpose of this policy is to ensure that Shawano County institutes on-going auditing practices that will assist 
in determining compliance with Shawano County’s privacy policies, and mitigate the risk of an improper 
disclosure of PHI.  
 
Policy  
a. The Medical Records Department will establish and maintain processes for periodically auditing internal 
procedures and practices related to the disclosure of client information. Audits must be performed at least 
quarterly; however, where feasible, certain processes may be examined more frequently as improprieties in 
these areas may pose a greater risk to Shawano County. At a minimum, audits will be performed in the 
following areas:  
1. Request for Information  
2. Coding  
3. Request for Client Access, Copies and Amendment  
4. Accounting for Disclosures  
5. Transcription  
6. Modem audits  
7. Sign-in location audits  
8. Copy/Fax Logs  
b. Audit criteria will be developed by staff and approved by the Privacy Officer.  
c. Shawano County will prepare a report of the findings of the audits, and will make these reports available for 
each Department.  
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1.12.4.4(C) DISCLOSURE LOGS  
 
Purpose  
This policy requires that Shawano County maintain a detailed log of disclosures of PHI related to faxing and 
copying of PHI.  
 
Policy  
a. When a hardcopy of a medical record or any PHI is copied or faxed, the action must be entered into a log. At 
a minimum the log must include the client’s name, date of the copy or fax, a description of the information 
copied or faxed, number of copies or faxes made, and a reason for the copy or fax including the destination 
and/or recipient of the information or record.  
b. Only those departments and individuals specifically authorized by the Medical Records Department to fax or 
copy PHI may do so.  
c. Authorized departments will work with the Medical Records Department to establish specific procedures 
related to copying and faxing PHI.  
 
1.12.4.5 RELEASE OF INFORMATION  
 
Purpose  
The policies in this section define the Medical Records Department’s responsibilities for responding to requests 
for the release of information related to a client’s medical record or other PHI.  
 
1.12.4.5(A) GENERAL REQUIREMENTS FOR DISCLOSURE OR RELEASE OF INFORMATION  
 
Purpose 
The intention of this policy is to define the process requirements for disclosing PHI. The process of disclosure 
will vary based on the content of the information and the circumstances surrounding the disclosure.  
 
Policy  
a. In general, Shawano County will disclose a client’s PHI only after receiving authorization.  
b. Shawano County may use or disclose PHI without prior written authorization only under the circumstances 
listed in Policy 1.12.1.3(F), “Uses and Disclosures Not Requiring Authorization or Opportunity for Objection.”  
c. Shawano County will not disclose an entire medical record, except when the entire medical record is 
specifically justified as the amount that is reasonably necessary to accomplish the purpose of the use, 
disclosure, or request. All uses and disclosures must comply with Policy 1.12.1.1(C), “Minimum 
Necessary/Need to Know.”  
d. Shawano County will release information that was received or created outside the process of providing 
treatment, payment or health care operations, with direct authorization from the client. When releasing 
information based on a client authorization, Shawano County will only disclose information consistent with terms 
of the authorization.  
e. If the disclosure is for the purpose of carrying out payment or health care operations about the individual and 
the PHI pertains solely to a health care item or service for which the individual has paid in full. See Policy 
1.12.2.1(A), “Restriction of Use or Disclosure.”  
f. School Immunization Information. Such information may be disclosed to a school if needed for enrollment and 
upon the consent of the student’s parent or guardian.  
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1.12.4.5(B) CLIENT’S PERSONAL REPRESENTATIVE  
 
Purpose  
This policy defines who may be considered a client’s personal representative authorized to receive a client’s 
medical information.  
 
Policy  
The guidelines for determining who may be considered a client’s personal representative can be found in Policy 
1.12.1.1(B), “Personal Representatives, Client/Client and Medical Records Defined.”  
 
 
 
1.12.4.5(C) FAMILY AND FRIENDS  
 
Purpose  
This policy outlines Shawano County’s responsibilities for releasing information to individuals involved in a 
client’s care.  
 
Policy  
Shawano County will release information to individuals involved in a client’s care accordance with Policy 
1.12.1.3(D), “Involvement in Care (Next of Kin) and Notification Purposes.”  
 
1.12.4.5(D) RELEASE OF INFORMATION NOT REQUIRING AUTHORIZATION OR OPPORTUNITY FOR 
OBJECTION  
 
Purpose 
This policy outlines the Medical Records Department’s responsibility related to the release of information that 
does not require a client’s authorization and that does not provide the client with an opportunity to object to a 
use or disclosure.  
 
Policy  
Shawano County may release PHI without the authorization of the client, or the opportunity to agree or object, 
as provided in Policy 1.12.1.3(F), “Uses and Disclosures Not Requiring Authorization or Opportunity for 
Objection.”  
 
1.12.4.5(E) SPECIAL HANDLING OF RESTRICTED CONFIDENTIAL INFORMATION 
  
Purpose  
The purpose of this policy is to establish guidelines for disclosing the most sensitive of protected health 
information. The use and disclosure of this information is typically highly regulated by state and federal 
regulations. Accordingly, this information may not be handled or released in the same manner as other PHI.  
 
Policy  
Disclosure of Psychotherapy Notes  
a. In general, Shawano County will obtain a client authorization for the release of psychotherapy notes. 
However, Shawano County may rely upon the client’s consent for use or disclosure for the following:  
1. Use by the individual originator of the psychotherapy notes to provide treatment; or  
2. For use in Shawano County’s supervised training programs in which students, trainees, or practitioners in 
mental health learn under supervision to practice or improve their skills; or  
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3. For defending Shawano County in a legal action or other proceeding brought by the individual.  
b. Shawano County will not obtain a client’s authorization to disclose psychotherapy notes when (i) when 
required by the Secretary of the Department of Health and Human Services to investigate or determine 
compliance with the HIPAA Rules; (ii) when required by law; (iii) when required as part of health oversight 
activities with respect to the oversight of the originator of the psychotherapy notes; (iv) for the purpose of 
identifying a deceased person; (v) or as necessary to prevent or lessen a serious or imminent threat to the 
health or safety of a person or the public.  
Copying and Faxing  
The following types of medical information are typically protected by federal and/or state statute and may NOT 
be photocopied or faxed without specific client authorization or when required by law:  
a. Psychotherapy notes (from records of treatment by a psychiatrist, licensed psychologist or psychiatric clinical 
nurse specialist)  
b. Other professional services of a licensed psychologist  
c. Social Work Counseling/Therapy  
d. Domestic Violence Victims’ Counseling  
e. Sexual Assault Counseling  
f. Records Pertaining to Sexuality-Transmitted Diseases  
g.HIV Test Results (client authorization required for EACH release request.)  
h. Alcohol and Drug Abuse Records Protected by Federal Confidentiality Rules (42 CFR Part 2)  
 
1.12.4.6 HANDLING OF MEDICAL RECORDS 
 
Purpose  
This section addresses various aspects of handling medical records and other PHI. It addresses the Medical 
Records Department responsibilities for ensuring that medical records are maintained, transported, stored and 
disposed of in a secure fashion.  
 
1.12.4.6(A) CHART POSTING  
 
Purpose  
This policy provides guidelines on handling components of the medical record so as to reduce the risk of 
unauthorized disclosure or loss.  
 
Policy  
a. Loose documents (PHI) must be inserted directly into the medical record or kept in a secure locked area 
within the originating department and posted when the record is available.  
b. If a client has been discharged and records have been sent to the medical records department, loose filing 
should be sent via “CONFIDENTIAL” envelopes only.  
c. Records sent from a department to other departments (e.g. Outpatient Clinics) will be logged out of Shawano 
County and sent via sealed envelope in specially marked “CONFIDENTIAL” envelopes.  
d. Once received in Shawano County, records should be maintained in locked cabinets, accessible to 
authorized persons only, until such time as required for client care.  
e. When client care has been completed, records are returned to the Medical Records Department by the 
following day. Records are returned using the same “CONFIDENTIAL” envelopes and courier process used to 
deliver the records. All records will be logged back into the Medical Records Department or accounted for by the 
custodian.  
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1.12.4.6(B) MAILING  
 
Purpose  
When PHI is sent via US mail, special precautions must be taken in case the information is lost or delivered to 
the wrong address or addressee.  
 
Policy  
As a general practice if routine reports are mailed, via US mail, all records will be sealed in an envelope marked 
"CONFIDENTIAL".  
 
1.12.4.6(C) TRANSCRIPTION  
 
Purpose  
This policy provides specific guidelines in dealing with medical records transcription information.  
 
Policy  
a. All transcriptions are considered PHI and should be treated as such.  
b. All contracted transcription service providers are considered Business Associates, and will have agreements 
on file enforcing adherence to Shawano County’s privacy policies. All employees of the service must also have 
read and agreed to all privacy and security policies and procedures and must have signed confidentiality 
agreements on file. 
c. Methods used for electronically transmitting transcription information to remote transcriptionists must comply 
with methods approved by the Technology Services Security Office, and all designated procedures must be 
followed. Policies 1.12.6.3(C), “Faxing of Medical Records”, and 1.12.6.3(D), “Email of Medical Records” define 
the appropriate policies associated with fax and email transmissions.  
 
1.12.4.6(D) PHYSICAL ACCESS TO MEDICAL RECORDS  
 
Purpose  
This policy provides guidelines in securing the physical environment to control access to the paper chart and to 
information displayed from the electronic chart on a computer monitor.  
 
Policy  
a. The records of all clients will be compiled in paper-based and/or computerized client charts. In order to make 
client information freely available to staff, and prevent access by unauthorized users, client charts will be stored 
in, and not be allowed to circulate outside, restricted areas namely the client care areas, Medical Records 
Department, Clinics or associated storage facilities.  
b. Each department manager is responsible to define and maintain appropriate access to the restricted areas 
within their department.  
c. Paper charts should be closed when not in use, and should not be left unattended in public areas. Computer 
screens should be positioned out of public view, and electronic records should be closed or screened when not 
being accessed. Department managers must comply with the requirements of Policy 1.12.7.2(D), “Local Access 
Controls”.  
 
1.12.4.6(E) RETENTION, DISPOSAL AND STORAGE  
 
Purpose  
This policy provides guidelines in securing the safety and privacy of paper charts.  
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Policy  
a. Departmental Medical Records Custodians working with the Corporation Counsel must establish a formal 
retention and disposal schedule for medical record information.  
b. Disposal of paper or microfiche records must be conducted with approved methods. Refer to the technical 
security policies for approved disposal methods.  
c. Shawano County will also establish a schedule for transporting medical records to long-term storage as is 
appropriate.  
d. Short term and long term storage facilities must meet appropriate environmental standards to minimize the 
risk of damage to the records from water, fire, theft, natural disasters, serious man-made accidents and other 
potential threats.  
 
1.12.4.7 CODING AND ELECTRONIC SIGNATURE 
  
Purpose  
The policies in this section define the Medical Records Department’s responsibilities for using federally 
mandated standard code sets, and establishes that consistent standards must be maintained for the effective 
use of electronic signature.  
 
1.12.4.7(A) CODING PRACTICES 

Purpose  
The intent of this policy is to apply consistent and appropriate practices to the coding of all medical records.  
 
 Policy  
Client records will be coded according to approved coding. Shawano County will use the following coding 
standards: 
 

Medical Data Types Medical Data Subset Code Set 

Disease and causes of injury  ICD-9 (Prior to 10/1/15) or ICD-10 
(Effective 10/1/15)-CM Vol 1 & 2  

Procedures  Physician Services  CPT 

 Dental Services  CDT-2 

 Inpatient Services  ICD-9 (Prior to 10/1/15) or ICD-10 
(Effective 10/1/15)-Vol 3 

Other health-related services   Modified HCPCS 

Drugs  NDC 

Other substances and equipment   Modified  HCPCS 

 

1.12.4.7(B) ELECTRONIC SIGNATURE   
 
Purpose  
The intent of this policy is to ensure that if Shawano County employs electronic signature, that it is implemented 
consistent with appropriate legal and technical standards.  
 
Policy  
Prior to implementing electronic signature functions for any electronic medical record, the Medical Records 
Department and/or any user department must receive authorization from the Privacy Officer, Legal Department 
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and Technology Services Department to establish that all appropriate legal and technical standards are in place 
in order to ensure the proper authentication and non-repudiation of the attached electronic signature.  
 
1.12.5 PERSONNEL POLICIES  
 
1.12.5.1 ADMINISTRATIVE  
 
Purpose  
The policies in this section provide administrative guidelines for maintaining confidentiality agreements with all 
workers including employees, volunteers, contractors and other temporary workers. It addresses various other 
human resource issues related to privacy.  
 
1.12.5.1(A) CONFIDENTIALTY/NON DISCLOSURE STATEMENTS  
 
Purpose  
The intent of this policy is to ensure that all employees understand Shawano County’s privacy policies, and to 
prevent inappropriate uses or disclosures of PHI or other confidential information. 
 
Policy  
a. Every employee must understand Shawano County’s policies and procedures about security and 
confidentiality of information, and must agree in writing to perform his or her work according to such policies and 
procedures. All employees must sign a “Confidentiality / Non-Disclosure” agreement. The provision of a 
signature must take place before work begins, or if a worker has been working without an agreement, a 
signature must be provided as a condition of continued employment and privileges.  
b. A signed agreement will be kept on file in the Human Resources Department, and the employee will be given 
a copy upon request.  
c. The agreement will include a statement that computer passwords are confidential and may not be revealed to 
anyone.  
d. The agreement will state that all client information is confidential and the property of Shawano County.  
e. The agreement will state that the employee understands and agrees to access only those elements of 
information needed to complete his/her job responsibilities.  
f. Disciplinary consequences are defined within the body of the agreement.  
g. The agreement will state that a breach of the signed agreement may result in discipline, up to and including 
termination.  
h. The agreement will also discuss the employee’s responsibilities with regard to the intellectual property rights 
of information created or collected by the employee while employed by Shawano County.  
i. The agreement will present expected training requirements associated with the understanding of and 
adherence to Shawano County’s privacy policies.  
 
1.12.5.1(B) CONTRACTOR AGREEMENTS  
 
Purpose  
The intent of this policy is to ensure that all contractors understand Shawano County’s privacy policies, and to 
prevent inappropriate uses or disclosures of PHI or other confidential information.  
Policy  
a. Every contractor (temporaries, consultants, nurses, outsourcing agencies, etc.) employed by Shawano 
County must also understand Shawano County’s policies and procedures regarding security and confidentiality 
of information.  
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b. Contractors that regularly work on-site for an extended period of time, may be asked to sign a “Confidentiality 
/ Non-Disclosure” agreement. If so, a signed agreement is a condition of continued employment and privileges.  
c. Contract employees are also subject to the requirements of their firms Business Associate agreement. All 
contractors must enter into a Business Associate Contract with Shawano County as a condition of business.  
d. Specific requirements for the Business Associate agreement is located in Policy 1.12.1.2(B), “Business 
Associate”.  
 
1.12.5.1(C) STAFFING CONTINGENCY FOR CRITICAL TECHNOLOGY POSITIONS  
 
Purpose 
This policy attempts to provide redundancy in technology support staff, such that backup expertise for critical 
technologies is in place to mitigate the impact of system down times or other interruptions. This policy also 
enhances Shawano County’s ability to detect security breaches or violations of Shawano County’s privacy 
policies.  
 
Policy  
Expertise in important computer or communications-related areas must be possessed by at least two available 
workers.  
 
1.12.5.1(D) BACKGROUND CHECKS  
 
Purpose  
This policy attempts to ensure all employees who have access to client records can be trusted with confidential 
information.  
 
Policy  
All the workers placed in positions working with or having access to PHI must first pass a background check. 
This process shall include a standard criminal background check. This policy applies to new employees, re-
hired employees, transferred employees, as well as third parties such as temporaries, contractors, and 
consultants who will have access to PHI. Such standard background check shall be a condition of employment 
or contract with Shawano County.  
 
1.12.5.1(E) INTELLECTUAL PROPERTY RIGHTS 
  
Purpose  
Internal organizational information is considered intellectual property of Shawano County and must not be 
removed when a worker departs.  
 
Policy  
a. While an employee or contractor of Shawano County, all workers grant to Shawano County exclusive rights 
to patents, copyrights, inventions, or other intellectual property that they originate and/or develop.  
b. Upon termination of employment (or contractual agreement), workers may not retain, give away or remove 
from the premises any of Shawano County’s information other than personal copies of information disseminated 
to the public and personal copies of correspondence directly related to the terms and conditions of their 
employment. All other organizational information in the custody of the departing worker must be provided, in 
readable form, to the worker's immediate supervisor at the time of departure.  
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1.12.5.1(F) EMPLOYEE PRIVACY RIGHTS  
 
Purpose  
This policy provides guidelines for employees who are also clients of Shawano County.  
 
Policy  
Employees who are clients of Shawano County must follow standard procedures to obtain or view their own 
medical records. They also have the same right to privacy as all other clients at Shawano County. 
 
1.12.5.2 TRAINING  
 
Purpose  
This section defines Shawano County’s approach for providing education and awareness programs related to 
privacy and security to its workforce.  
 
1.12.5.2(A) NEW EMPLOYEE ORIENTATION  
 
Purpose  
The policy intends to ensure that all new employees are made aware of the privacy and security policies.  
 
Policy  
a. All staff members whose job responsibility will give them access to protected health information, including 
students, volunteers, contract employees will receive detailed training about the policies, procedures and 
methods of safeguarding the security and confidentiality of client records as part of their initial orientation.  
b. All staff will receive special training in the operation and methods for ensuring security of computerized client 
records, as part of computer system training, to include the following: (i) awareness of privacy issues and 
related laws; (ii) awareness of data and physical security threats, and related practices; (iii) password 
management requirements; (iv) Shawano County’s use and disclosure monitoring practices, and (v) disciplinary 
actions related to the violation of standards, policies and procedures.  
 
1.12.5.2(B) CONTINUING EDUCATION/IN-SERVICE  
 
Purpose  
This policy attempts to ensure that on-going educational processes are in place to address changes made to 
the privacy and security policies and procedures.  
 
Policy  
Workers will receive updates, changes to the policies, procedures, and methods of safeguarding the security 
and confidentiality of paper-based and computerized client records as changes occur. Communication methods 
for these changes or new policies will be based on the magnitude of the changes. Annual in-service training will 
be provided. 
  
1.12.5.2(C) ANNUAL REVIEWS 
  
Purpose  
The intent of this policy is to ensure that management establish and promote a climate for maintaining the 
confidentiality of client information, and to reinforce that all workers including physicians are required to know 
and obey privacy policies as part of their job performance.  
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Policy 
a. Specific privacy and security responsibilities must be incorporated into job descriptions for all workers.  
b. Annual reviews will incorporate performance measurements based on understanding and compliance with 
privacy and security policies and procedures.  
c. A thorough review of the policies, procedures and methods of safeguarding the security and confidentiality of 
paper-based and computerized client records will occur at least one time per year as part of each workers 
annual performance evaluation. Workers will be required to reaffirm their commitment to the principles of client 
confidentiality as part of completing their annual evaluation.  
 
1.12.5.2(D) DOCUMENTATION  
 
Purpose  
The purpose of this policy is to document that workers (employees, contractors and physicians) have received 
proper training related to client privacy and information security.  
 
Policy  
a. Documentation of training will be done both on a county-wide and individual basis. A statement of training will 
be signed by the individual staff member and the educator to document that training has occurred.  
b. During initial training all workers will receive a manual outlining all policies, procedures and methods of 
safeguarding the security and confidentiality of client records. Copies of the manual will be made available in all 
departments. This manual will be updated as necessary with no fewer than one complete review per year.  
 
1.12.5.3 DISCIPLINE  
 
Purpose  
This section addresses the specific corrective actions associated with Shawano County’s approach to enforcing 
its privacy and security policies.  
 
1.12.5.3(A) CORRECTIVE ACTION/SANCTIONS  
 
Purpose  
This policy demonstrates that Shawano County will hold all employees accountable for maintaining the privacy 
of its clients, and the security and confidentiality of client information, and provides guidelines for addressing 
intentional and unintentional violations of Shawano County’s privacy policy.  
 
Policy  
a. Assuming the action is inadvertent or accidental, first violations of information security policies or procedures 
may result in a warning. Second and subsequent violations involving use of PHI will be subject to the 
progressive discipline procedure, with discipline up to and possibly including termination.  
b. Contractors and other workers who are not employees of Shawano County will receive only one (1) warning 
for an accidental or inadvertent violation of Shawano County’s privacy policy. An additional violation will result in 
a request for removal being sent to the contractor’s employer. If the contractor’s employer fails to act upon the 
request, Shawano County may terminate the contract with the employer. 
c. Employees who inadvertently or accidentally violate a policy or procedure will receive a warning for the first 
violation. Second violations involving the same matter will result in a loss of privileges with a letter being sent to 
the compliance committee.  
d. Willful or intentional violations, regardless of the number of violations, may result in disciplinary action up to 
and including immediate dismissal. If the violation is perpetrated by a physician, the physician’s privileges may 
be revoked.  



53 
 

 
1.12.5.3(B) TERMINATION PROCESS  
 
Purpose  
Workers with access to Shawano County’s Technology Services can do considerable damage. This policy 
attempts to mitigate this damage by providing guidelines for handling terminations of workers in an expedient 
manner.  
 
 
Policy  
a. In all cases where workers are involuntarily terminated, they must be immediately relieved of all of their 
duties, required to return all Shawano County’s equipment and information, and escorted while they pack their 
belongings, and as they leave the premises.  
b. Managers must terminate workers who have demonstrated that they are a threat to the security of Shawano 
County and/or the safety of its workers.  
c. For intentional and willful violations of this policy, employees who have stolen organization property, acted 
with undue insubordination, or been convicted of a felony, may be terminated immediately. Such terminations 
must involve both escort of the individual off Shawano County premises, as well as assistance in collecting and 
removing the individual's personal effects.  
d. In the event that an employee, student, volunteer, consultant, or contractor terminates his or her relationship 
with Shawano County, the employee's immediate manager is responsible for: (1) ensuring all property in the 
custody of the worker is returned before the worker leaves Shawano County, (2) notifying all administrators 
handling the computer and communications accounts used by the worker as soon as the termination is known, 
and (3) terminating all other work-related privileges of the worker at the time that the termination takes place.  
 
1.12.5.3(C) DOCUMENTATION  
 
Purpose  
The intent of this policy is to ensure that appropriate documentation is created and maintained to document the 
events associated with a worker’s corrective action or termination as a result of a violation of Shawano County’s 
privacy policy.  
 
Policy  
a. Confidentiality and Non-Disclosure Statements will be kept with the worker’s personnel file, or other similar 
file for contractors and physicians.  
b. Policies and procedures will be maintained in written and/or electronic form.  
c. If any of these policies require written communication, Shawano County will maintain such written or 
electronic communication as documentation.  
d. If an action or activity is required by these policies to be documented, Shawano County will maintain a written 
or electronic record of such action or activity.  
e. All documentation will be retained for seven (7) years (if an adolescent, records retained until individual turns 
nineteen (19) or seven (7) years from last date of service, whichever is longer) from the date of its creation or 
from the date when it was last in effect, whichever is later.  
 
1.12.6 DEPARTMENT POLICIES, DUTIES AND RESPONSIBILITIES  
 
1.12.6.1 TRAINING AND AWARENESS 
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Purpose  
The policies in this section define a department’s responsibility for educating departmental workers, and 
maintaining awareness of privacy and security related issues. Department is defined to include all Shawano 
County Departments which are health care providers or utilize private health care information, to include: 
Human Services, Public Health, Worker’s Compensation, Personnel, Department, ADRC, County Veteran’s 
Service Officer and the County Jail.  
 
1.12.6.1(A) ANNUAL REVIEWS  
 
Purpose  
This policy will ensure that a client’s right to privacy is reinforced by Shawano County’s Human Resources 
Department policies, and will provide an on-going means for educating staff of the importance of maintaining 
that privacy.  
 
Policy  
a. Department managers will address worker performance related to their privacy and security responsibilities. 
Workers will be evaluated on performance measurements based on an understanding of compliance with 
privacy and security policies and procedures.  
b. Managers will conduct a thorough review of the policies, procedures and methods of safeguarding the 
security and confidentiality of paper-based and computerized client records as part of each worker’s annual 
performance evaluation. Workers will be required to reaffirm their commitment to the principles of client 
confidentiality as part of completing their annual evaluation.  
 
1.12.6.1(B) IN-SERVICE AND STAFF MEETINGS 
  
Purpose  
In addition to including privacy awareness in the annual review process, this policy provides for on-going 
communications regarding privacy and security issues, and policy updates.  
 
Policy  
Department managers will regularly discuss changes to the policies, procedures, and methods of safeguarding 
the security and confidentiality of paper-based and computerized client records as changes occur. Annual in-
service training and refresher training will be provided to all affected employees.  
 
1.12.6.1(C) NEW EMPLOYEE ORIENTATION  
 
Purpose 
This policy intends to ensure that all new workers and physicians are made aware of the privacy and security 
policies.  
 
Policy  
a. All new departmental workers, including volunteers, students, physicians and contract employees, whose job 
responsibility will give them access to PHI will attend a new employee orientation in order to receive appropriate 
education on the policies, procedures and methods of safeguarding the security and confidentiality of client 
records.  
b. Department managers will provide all new departmental workers a copy of Shawano County’s privacy 
policies, and discuss any department specific issues related to privacy and security with the worker.  
c. If the New Employee Orientation schedule does not allow a worker to attend the orientation prior to the 
worker’s start date, Shawano County manager will provide all new departmental workers with an overview of the 
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worker’s responsibilities related to client privacy and data security. They will discuss department specific privacy 
and security issues, and will provide them with a copy of Shawano County’s privacy policies.  
 
1.12.6.1(D) DOCUMENTATION  
 
Policy  
Shawano County will maintain documentation of all training for seven (7) years (if an adolescent, records 
retained until individual turns nineteen (19) or seven (7) years from last date of service, whichever is longer) 
from the date of training.  
 
1.12.6.2 CLIENT INTERACTION  
 
Purpose  
The policies in this section define a department’s responsibilities for handling client communications related to 
privacy and security. The policies provide direction to department workers for responding to client requests for 
accessing and amending his/her medical record, as well as other requests related to a client’s right to privacy.  
 
1.12.6.2(A) COMMUNICATION OF RIGHTS  
 
Purpose  
This policy will ensure that workers recognize the client’s right to privacy, and that clients receive 
communication regarding these rights.  
 
Policy  
a. The client’s right to privacy, and Shawano County’s privacy practices will be communicated at the time of 
admission. Appropriate Privacy Practice acknowledgements and authorization forms will also be collected with 
the appropriate signatures at that time.  
b. Each department will clearly post Shawano County’s Notice of Privacy Practices.  
c. All workers who interact with the client and handle PHI will be knowledgeable of Shawano County’s privacy 
policies so as to be capable of communicating these policies and the client’s rights to the client.  
 
1.12.6.2(B) COMPLAINTS  
 
Purpose  
This policy identifies the worker’s responsibility relative to a client complaint about a violation of privacy.  
 
Policy  
Any client complaint regarding violations of the client’s right to privacy, will be taken seriously, and acted upon 
immediately. Complaints will be reported to the immediate supervisor. Shawano County manager will report the 
violation to the Privacy Officer who will initiate the documentation and investigation process. See Policy 
1.12.6.4(B), “Reporting Structure—Privacy Official.”  
 
1.12.6.2(C) RESTRICTIONS 

Purpose  
This policy identifies the worker’s responsibility relative to a client request to place a restriction on the use or 
disclosure of PHI.  
 
 



56 
 

Policy  
a. Shawano County will provide clients the opportunity to request a restriction on the use or disclosure of his/her 
PHI when they are admitted, but does not guarantee that it will agree to restrict the use or disclosure as 
requested, except as otherwise provided in Policy 1.12.2.1(A), “Restriction of Use or Disclosure.” A restriction 
must be requested in writing.  
b. A client may request to restrict access to an element of his/her medical record. When feasible, Shawano 
County will attempt to honor a client’s request. The client must request the restriction in writing. Any request will 
be reported to the immediate supervisor who will forward the request to the Privacy Officer. Working with the 
appropriate department managers, the Privacy Officer will take steps to provide or deny the restriction.  
 
1.12.6.2(D) REVOCATION OF AUTHORIZATION  
 
Purpose  
This policy identifies the worker’s responsibility relative to a client request to revoke the client’s authorization on 
the use or disclosure of PHI.  
 
 
Policy  
A client may revoke an authorization for disclosure of his/her medical record. The client must revoke the 
authorization in writing. Any revocation will be reported to Shawano County manager who will forward the 
revocation to the custodian of the record. The records custodian will take appropriate steps with regard to the 
revocation. See Policy 1.12.1.3(B), “Authorization Requirements.”  
 
1.12.6.2(E) ACCOUNTING OF DISCLOSURES  
 
Purpose 
This policy identifies the worker’s responsibility relative to a client request for an accounting of Shawano 
County’s uses or disclosures of his/her medical record or PHI.  
 
Policy  
A client may request an accounting of disclosures of his/her medical record or PHI. The client must request the 
accounting in writing. Any request will be reported to the immediate supervisor who will forward the request to 
the Privacy Officer. Working with the appropriate department managers, the Privacy Officer will take appropriate 
steps with regard to the request. See Policy 1.12.2.4, “Accounting of Disclosures.”  
 
1.12.6.2(F) ACCESS TO MEDICAL RECORDS  
 
Purpose  
This policy identifies the worker’s responsibility relative to a client request to access his/her medical record.  
 
Policy  
A client may request to access his/her medical record or PHI. The client must request access in writing. Any 
request will be reported to Shawano County manager who will forward the request to the custodian of the 
record. The Director of the Medical Records Department or custodian will take appropriate steps with regard to 
the request. See Policy 1.12.2.2, “Access to Records.”  
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1.12.6.2(G) DISAGREEMENT WITH MEDICAL RECORDS/AMENDMENTS  
 
Purpose  
This policy identifies the worker’s responsibility relative to a client request to amend his/her medical record.  
 
Policy  
A client may request to change the contents of his/her medical record, but must do so in writing. Any request will 
be reported to Shawano County manager who will forward the request to the Director of the Medical Records 
Department or custodian of the record. The record custodian will take appropriate steps with regard to the 
request, including contacting the physician responsible for the care of the client. See Policy 1.12.2.3, 
“Amendment of Records.”  
 

1.12.6.3 RELEASE OF INFORMATION 

Purpose  
The policies in this section define a department’s responsibilities associated with releasing information related to 
client care. The policies address various aspects of handling PHI including guidelines for faxing, copying and 
emailing confidential client information. It also addresses the use or disclosure of PHI in public areas. 
 
1.12.6.3(A) GENERAL GUIDELINES  
 
Purpose  
This policy will establish guidelines for Shawano County in managing the appropriate release of protected health 
information (PHI). The policy requires that information only be released to appropriate recipients, under 
authorized circumstances. Specific departmental procedures will support this policy.  
 
Policy  
a. The individual records custodian shall be the custodian of the medical record and associated protected health 
information. All client requests for access or amendment to the medical record must be submitted to the in 
writing. Any requests for information from external sources must be processed through the Medical Records 
Custodian as well.  
b. Shawano County will only use or disclose information that is relevant to the client’s care, and will only 
disclose this information as part of the care process. If authorized to do so, Shawano County may make 
appropriate copies and faxes of PHI, but must follow detailed procedures to minimize the risk of unauthorized 
disclosure.  
c. Shawano County may disclose to a family member, other relative, or a close personal friend of the client, in 
accordance with Policy 1.12.1.3(D), “Involvement in Care (Next of Kin) and Notification Purposes.”  
d. Shawano County may disclose PHI to the client or authorized personal representative in accordance with 
Policy 1.12.1.3(F), “Uses and Disclosures Not Requiring Authorization or Opportunity for Rejection.”  
e. All department workers should be sensitive to the client’s right to privacy, and should only discuss issues 
related to the client’s care or health in the most confidential manner. In other words, staff must be aware of the 
presence of clients, visitors and other individuals when discussing confidential matters in person or on the 
telephone, and take steps to mitigate the possibility of being overheard.  
f. Clients should not be allowed to enter areas within Shawano County, where they might gain access to 
sensitive information, without the presence of appropriate staff. As a practice, staff should make every effort to 
conceal or screen paper charts, medical records, faxes and other documentation containing PHI. Electronic 
records should be closed or screened when not needed for access.  
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1.12.6.3(B) REPRODUCTION (COPYING) OF MEDICAL RECORDS  
 
Purpose  
The purpose of this policy is to define whether Shawano County has been authorized to make copies of medical 
records or other protected health information. Additionally, the policy defines guidelines for making copies, so as 
to protect PHI from unauthorized use or disclosure.  
 
Policy  
a. Shawano County may make copies of a client’s protected health information if it is authorized by the Medical 
Records Department.  
b. When copies are made, Shawano County must follow the established guidelines.  
c. The following types of medical information are typically protected by federal and/or state statute and may 
NOT be photocopied or faxed without specific client authorization or where required by law:  
1. Psychotherapy notes (from records of treatment by a psychiatrist, licensed psychologist or psychiatric clinical 
nurse specialist)  
2. Other professional services of a licensed psychologist  
3. Social Work Counseling /Therapy  
4. Domestic Violence Victims’ Counseling  
5. Sexual Assault Counseling  
6. Records Pertaining to Sexuality-Transmitted Diseases  
7. HIV Test Results (client authorization required for EACH release request.)  
8. Alcohol and Drug Abuse Records Protected by Federal Confidentiality Rules (42 CFR Part 2)  
 
1.12.6.3(C) FAXING OF MEDICAL RECORDS  
 
Purpose  
The purpose of this policy is to define whether Shawano County has been authorized to make fax copies of 
medical records or other protected health information. Additionally, the policy defines guidelines for faxing 
information, so as to protect PHI from unauthorized use or disclosure.  
 
Policy  
a. Shawano County may fax a client’s protected health information if they are authorized by the Medical 
Records Department, and faxing the information is required to provide care to the client.  
b. When copies are made, Shawano County must follow the established guidelines.  
c. The following types of medical information are typically protected by federal and/or state statute and may 
NOT be photocopied or faxed without specific client authorization or where required by law:  
(i) Psychotherapy notes (from records of treatment by a psychiatrist, licensed psychologist or psychiatric clinical 
nurse specialist)  
(ii) Other professional services of a licensed psychologist  
(iii) Social Work Counseling /Therapy  
(iv) Domestic Violence Victims’ Counseling  
(v) Sexual Assault Counseling  
(vi) Records Pertaining to Sexuality-Transmitted Diseases  
(vii) HIV Test Results (client authorization required for EACH release request.)  
(viii) Alcohol and Drug Abuse Records Protected by Federal Confidentiality Rules (42 CFR Part 2)  
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1.12.6.3(D) EMAIL OF MEDICAL RECORDS  
 
Purpose  
The purpose of this policy is to ensure protections for the email transmission of PHI. Workers who use electronic 
mail must strictly adhere to the requirements of the broader email policy of Shawano County.  
 
Policy  
Department workers will limit client information in electronic mail messages to only those who have a need to 
know in accordance with the minimum necessary policy. Violations will be reported to the Privacy Officer and 
Technology Services.  
 
1.12.6.3(E) HANDLING CONFIDENTIAL INFORMATION IN MEETINGS 
  
Purpose  
This policy attempts to establish some guidelines for using PHI during meetings or a similar setting in such a 
way as to not inappropriately disclose the information to unauthorized individuals.  
 
Policy  
a. Meetings where PHI is discussed should only be attended by individuals who have been specifically invited, 
or by individuals with a specific business purpose for attending. These meetings should be conducted in a 
secure area, such that PHI is not overheard or viewed by unauthorized individuals.  
b. All meetings with third party visitors (vendors, auditors, surveyors etc.) who are not authorized to have access 
to PHI must take place in a fully enclosed conference room or office, if workers in the immediate vicinity of the 
meeting room are handling PHI.  
c. When PHI has been recorded on black boards or white boards, it must be erased before the authorized 
recipients of this information leave the area.  
d. If documents containing PHI are distributed during the course of the meeting, and those documents are not 
required by the recipient for health care operations, the documents must be collected and destroyed at the 
completion of the meeting.  
 
1.12.6.3(F) CONFIDENTIAL INFORMATION AND EQUIPMENT IN PUBLIC AREAS  
 
Purpose  
The policy encourages departments to be vigilant in ensuring that PHI is not inappropriately used or disclosed 
through the inappropriate use or location of equipment or other confidential materials.  
 
Policy  
a. Departments must not position any equipment, including telephones, workstations, fax machines, copiers and 
printers in public areas such that PHI may be overheard or viewed by unauthorized individuals.  
b. The display screens for all microcomputers (PCs), workstations, used to handle sensitive data must be 
positioned such that they cannot be readily viewed through a window, by persons walking in a hallway, or by 
individuals in other public areas.  
c. Fax machines and computer printers used to print sensitive data must be located in such a manner that the 
printouts cannot be readily viewed through a window, by persons walking in a hallway, or by individuals in other 
public areas.  
d. Employees who work on transportable computers (e.g. PDA’s, laptops) and paper records should also be 
cognizant of their position with regard to unauthorized viewing of PHI.  
e. Workers should not transmit PHI to any type of texting device.  
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f. Staff should make every effort to conceal or screen paper charts, medical records, faxes and other 
documentation containing PHI. Electronic records should be closed or screened when not needed for access. 
Verbal communication should be conducted in the most discreet manner possible.  
g. Computer printouts, faxes, medical records and other paper records should not be left in open work areas so 
as to expose the contents of the records. Files and papers should be put away when not in use.  
h. Medical Records and charts should be kept and updated in appropriately designated areas.  
i. File cabinets should be locked when not appropriately supervised.  
j. Archival vaults should be closed and locked when not supervised.  
k. Faxes, computer printouts, and copies / originals should be collected as soon as possible and appropriately 
filed.  
l. All sensitive information handling activities must take place in areas that are physically secured and protected 
against unauthorized access, interference, and damage.  
 
1.12.6.4 REPORTING VIOLATIONS  
 
Purpose  
The policies contained in this section provide guidelines for departmental workers in reporting violations of 
Shawano County’s privacy policies and security breaches. It also identifies protections for workers and/or clients 
that report an incident or file a complaint.  
 
1.12.6.4(A) ORGANIZATION COMMITMENT TO PRIVACY AND SECURITY  
 
Purpose  
This policy makes a value statement emphasizing Shawano County’s commitment to a client’s right to privacy.  
 
Policy  
Shawano County is committed to ensuring that the privacy and integrity of its client’s health information is 
protected. To ensure the client’s privacy, each department must adhere to Shawano County’s privacy and 
security policies, establish adequate policies and procedures to protect the confidentiality of the client’s health 
information, educate workers on their responsibilities associated with privacy and security, and report any 
privacy or security violations in a timely and appropriate fashion 
.  
1.12.6.4(B) REPORTING STRUCTURE – PRIVACY OFFICIAL  
 
Purpose  
The purpose of this policy is to identify a single point of contact in dealing with complaints and violations of 
policy related to privacy and security issues.  
 
Policy  
a. The Privacy Officer is responsible for the development and implementation of the security / confidentiality 
policies and procedures. The Privacy Officer manages and reviews all practices for compliance related privacy 
and security policies. Any questions, concerns, reports or complaints should be directed to the Privacy Officer.  
b. Shawano County’s workers must report any known or suspected violation of a privacy or security policy or 
breaches, or any known or suspected breach of security to their department managers immediately. Department 
managers will report the violation or breach to the Privacy Officer. All reports should be communicated 
maintaining strict confidentiality. Shawano County’s workers may likewise file written complaints with the Privacy 
Officer as a means to report a violation or breach.   
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c. The Privacy Officer will initiate a formal problem management process to record any suspected violation, to 
reduce their incidence, and to prevent their recurrence. In addition, the Privacy Officer must prepare an annual 
analysis of reported information security problems and violations.  
d. The Privacy Officer will assess whether a breach has occurred as provided in Section 1.12.3.3(F), “Breach 
Assessment and Reporting.”  
 
1.12.6.4(C) DOCUMENTATION  
 
Purpose  
This policy requires that any discovery of a violation of privacy policies or a breach of security must be 
documented.  
 
Policy  
Department managers must ensure that documentation exists for any incident and related action taken relative 
to Shawano County’s privacy policies. Specifically, managers will:  
a. Collect all written client requests related to accessing and amending their medical records, accounting of 
disclosures, restrictions on use or disclosures, confidential communications, facility directories, and notification 
to others involved in the client’s care;  
b. Document incidents of privacy policy violations and breaches of Shawano County’s security infrastructure; 
and  
c. Provide copies of this documentation to the Privacy Officer.  
 
1.12.6.4(D) WHISTLE-BLOWER PROTECTIONS  
 
Purpose  
The intent of this policy is to encourage all workers to take an active role in enforcing privacy policies.  
 
Policy  
Shawano County does not condone and will not allow any retaliatory acts toward any individual including but not 
limited to clients and Shawano County staff for reporting any violation of Shawano County’s privacy policies or a 
breach of Shawano County’s security infrastructure. Worker’s will not intimidate, threaten, coerce, discriminate 
against, or take other retaliatory action against any individual(s) for filing a complaint or reporting a violation 
related to Shawano County’s privacy and security policies and procedures. Also See Policy 1.12.3(G), 
“Whistleblowers/Refrain from Retaliation.”  
 
1.12.6.5 DEPARTMENTAL SYSTEMS AND REPORTING ISSUES 
  
Purpose  
The intent of this policy is to ensure that organizational security standards are employed for departmentally 
supported systems.  
 
1.12.6.5(A) REQUIREMENT FOR SYSTEMS SUPPORT POLICIES AND PROCEDURES 
  
Purpose  
The intent of this policy is to ensure that organizational security standards are employed for departmentally 
supported systems. 
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Policy  
Standards for ensuring the confidentiality, integrity and availability of health information have been established 
for Shawano County. It is imperative that these standards be implemented for systems that may not be under 
the control of the Technology Services Department. All departments that support standalone applications and/or 
applications that connect to Shawano County’s intranet will adhere to Shawano County’s Technology Services  
Security policies, and will establish system support procedures consistent with those developed by the 
Technology Services  Department.  
 
1.12.6.5(B) REPORTING ISSUES FOR ACTIVITIES NOT RELATED TO CARE  
 
Purpose  
The intent of this policy is to ensure that departmental reporting standards are developed and employed for 
reporting purposes that are not related to the care of a client. For example, a department may participate in 
providing information to an organization that maintains a statistical database that compares performance and 
outcomes measurements with other organizations.  
 
Policy  
a. Shawano County may include client information in reports or transmissions to third party organizations 
without the client’s authorization, if the information has been de-identified.  
b. If identifying information is requested, Shawano County may only include this information in reports or 
transmissions with authorization from the Privacy Officer.  
c. Health information does not identify the client if:  
1. The identifiers listed in Policy 1.12.1.1(A), “Protected Health Information (PHI) / De-identification of PHI”, are 
removed from the record or transmission of health information; or  
2. A person with appropriate knowledge of and experience with generally accepted statistical and scientific 
principles and methods for rendering information not individually identifiable:  
(i) Determines that the risk is very small that the information could be used, alone or in combination with other 
reasonably available information, by an anticipated recipient to identify a client who is a subject of the 
information; and  
(ii) Documents the methods and results of the analysis that justify such determination.  
 
1.12.7 PHYSICAL SECURITY POLICIES  
 
1.12.7.1 PHYSICAL ACCESS SECURITY  
 
Purpose  
The purpose of this section is to establish policies ensuring the security of protected health information through 
the use of physical access controls such as locks, barriers, physical location of computer equipment, and the 
documentation / management of visitors to areas within the facility that house sensitive information throughout 
Shawano County.  
 
1.12.7.1(A) BUILDING ACCESS CONTROLS 
  
Purpose  
The intention of this policy is to ensure that local management effectively maintains proper access restrictions in 
areas where sensitive information is located.  
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Policy 
Access to every office, computer room, and work area containing sensitive information must be physically 
restricted. Various acceptable physical control techniques may be employed including receptionists, key locks, 
magnetic card door locks and combination locks. Management must work with the Building Maintenance 
Department to develop an appropriate access control approach for their areas.  
 
1.12.7.1(B) LOCKS AND BARRIERS  
 
Purpose  
The intention of this policy is to ensure that workers take appropriate steps to secure their work areas. This 
policy attempts to prevent unauthorized access and reduce theft, vandalism and other threats to security.  
 
Policy  
a. Offices and other work areas containing PHI and other sensitive information with direct access to public areas 
must be locked when they are not in use.  
b. All Technology Services equipment areas, including Technology Services training areas, that are not in use 
must be locked, secured and only entered by authorized personnel.  
 
1.12.7.1(C) BUILDING ACCESS RECORDS 
  
Purpose  
This policy limits access by terminated workers including employees, contractors, volunteers and temporary 
workers, and is intended to prevent the unauthorized access to sensitive information by former employees. The 
policy addresses shared codes such as combination lock numbers, and individual codes such as the 
identification numbers recorded on a magnetic stripe on a badge. It is also the intent of this policy to establish a 
clear hierarchy showing the delegation of authority regarding granting of physical access. An access roster will 
be established for each building and area where PHI is kept or stored by the affected Department in conjunction 
with the County Facilities Department.  
 
Policy  
a. An inventory of authorized employees, identifying who has access to sensitive areas containing PHI, such as 
computer equipment storage facilities, data centers, communication closets, and medical records storage 
facilities will be maintained. The inventory will identify the access control mechanism issued to each employee, 
such as keys, access codes and security tokens. This inventory must be kept current, adding and deleting 
employee names where deemed appropriate, and the maintenance of this inventory will be incorporated into the 
organization’s termination procedures. Department management will be given regularly updated copies of the 
access inventory.  
b. When an employee is terminated for any reason all physical security access codes known by the worker will 
be deactivated or changed immediately. Upon notice of resignation, department management in cooperation 
with Human Resources Department should determine the timing of revoking the employee’s access privileges. 
At a minimum, all appropriate access mechanisms must be changed upon the actual termination date. This 
policy also applies to contractors, volunteers and other temporary workers. Unless absolutely necessary, access 
codes and tokens should not be given to “short term” temporary employees in order to mitigate the 
administrative burden associated with issuing and revoking access.  
c. An inventory of managers who are authorized to grant access must also be maintained, and regularly 
reviewed by upper management.   
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1.12.7.1(D) ACCESS TO AREAS WITH PHI – MEDICAL RECORDS, DATA CENTERS, COMMUNICATION 
CLOSETS, CLINICAL AREAS, DATA/RECORDS STORAGE AREAS, AND OTHER WORK AREAS WITH 
ACCESS TO PHI  
 
Purpose  
The objective of this policy is to restrict access to areas containing sensitive, valuable, or critical information, 
and require that all authorized staff participate in the process of monitoring visitors or other third party access in 
areas containing sensitive information. This policy also ensures that non-employees are adequately supervised 
while in sensitive areas, and provides an audit trail of access by non-employees to sensitive areas. For the 
purposes of this policy, the term "vendor" does not refer to contract workers or other outsourced relationships 
that provide a service to the organization on an ongoing basis. For example, this policy would apply to a service 
representative of the telephone company, a computer service company, or a software provider.  
 
Policy  
a. Receptionists or other staff must control visitor or other third party access to the data center, communication 
closets, other computer facilities, and work areas containing sensitive information. Vendors and other third 
parties must not be permitted to use employee entrances or uncontrolled pathways leading to areas containing 
sensitive information unescorted. Vendors and/or visitors must be accompanied by appropriate personnel while 
in the data center, communications closets or other computer operations facilities.  
b. Visitors or other third party access to communication (data and voice) closets (IDF’s) and/or cabinets must be 
controlled by appropriate staff. Vendors must be accompanied by appropriate personnel while accessing 
communication closets and/or cabinets. These closets and/or cabinets must remain locked when not being 
accessed. Only appropriate communications support staff and facility security staff may have a key 
(combination or other security token) to these locations. UNDER NO CIRCUMSTANCES WILL A VENDOR BE 
GIVEN A KEY (COMBINATION, ACCESS CODE OR OTHER SECURITY TOKEN) TO ACCESS THESE 
LOCATIONS.  
c. Contractors and other temporary workers should only be given access codes, keys etc., if they provide 
services on a long-term basis. This policy would apply to services that may be outsourced such as physical 
therapy, dietary, environmental services, and Technology Services support. This policy could also apply to 
physicians and registry nurses.  
d. Unless absolutely necessary, access codes and tokens should not be given to “short term” temporary 
employees in order to mitigate the administrative burden associated with issuing and revoking access.  
e. The magnetic tape, disk, and documentation libraries are controlled areas within the computer center. Access 
must be restricted to workers whose job responsibilities require their presence in these libraries.  
 
1.12.7.1(E) VISITOR ACCESS TO SENSITIVE/RESTRICTED AREAS 
  
Purpose  
The objective of this policy is to require visitors, including employees from other departments or facilities, to 
show definitive identification prior to being admitted into restricted areas. This policy attempts to prevent 
unauthorized access to confidential, proprietary, or private information while inside a controlled area such as an 
office. This policy is also intended to prevent the loss of office property and personal property due to theft.  
 
Policy  
a. All visitors must show picture identification and sign-in with the appropriate reception area prior to gaining 
access to restricted areas. Visitors must be admitted only for specific authorized purposes.  
b. Individuals, including known employees, without proper identification that is clearly displayed must be 
challenged about their identity and/or purpose. If they cannot promptly produce a valid ID, they must be 
escorted to a reception area.  
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c. When an unescorted visitor is observed within a restricted area, the visitor must be immediately questioned 
about the purpose for being in restricted areas. The visitor must then be directly accompanied to either a 
reception area or the person they came to see.  
d. Visitors to offices within a controlled area must be escorted at all times by authorized personnel. Visitors 
requiring an escort may include customers, former employees, worker family members, equipment repair 
contractors, package delivery company staff, and police officers.  
e. Individuals who are not employees, authorized contractors or authorized consultants, must be supervised 
whenever they are in restricted areas containing sensitive information.  
f. Clients should not be allowed to enter areas with access to sensitive information without the presence of 
appropriate staff. As a practice, staff should make every effort to conceal or screen paper charts, medical 
records, faxes, and other documentation containing PHI. Electronic records should be closed or screened when 
not needed for access. Verbal communication should be conducted in the most discreet manner possible.  
 
1.12.7.2 COMPUTER AND DATA LOCATION  
 
Purpose  
The intent of this section is to provide guidelines on how to ensure data security and integrity through the 
appropriate location of computer centers, devices and documents. It additionally provides guidelines for 
managing documents within the work area.  
 
1.12.7.2(A) COMPUTER OPERATIONS AND SYSTEMS INTEGRITY/SAFETY  
 
Purpose  
The intention of this policy is to deny unauthorized people physical access to servers, and voice and data 
networking devices such as PBXs, hubs, and routers. The policy mandates that appropriate environmental 
issues are addressed, and prohibits the placement of equipment in public areas, that may subject it to 
unnecessary threats. The policy requires the organization to proactively consider the consequences of locating 
a computer and communication centers in areas that pose a potential threat due to a catastrophic event or 
security breach. The policy also intends to reduce the risk of fire by requiring that flammable supplies be stored 
outside of computer and/or telecommunication centers, and helps reduce the exposure of systems to paper 
dust, cleaning fluids, and other potentially dangerous substances. In effect, this policy requires management to 
prepare a security impact statement. This policy extends to departmental systems, local area network (LAN) 
servers, client/server systems, and other smaller systems including departmental systems.  
The term "closed shop" as used in this policy, means that doors are kept locked, and that programmers, users, 
and others who do not have a business reason for being near computer or communications equipment are 
denied access to areas housing this equipment.  
 
Policy  
a. All multi-user computer systems, and communications equipment that supports telephone systems, intranets, 
local area networks, and the wide area network, located throughout the enterprise, must be located in dedicated 
areas with physical access controls, environmental monitoring systems, and appropriate environmental 
requirements as is necessary (e.g. raised floors and air conditioning).  
b. Computer centers are closed shops. Individuals not having a business need to access any computer center 
are not permitted inside the main data center, communications rooms and other computer centers. Every effort 
should be made to house file servers supporting departmental systems, in a secure and central environment.  
c. All computer or communication centers must be located in an area such as to minimize the impact of natural 
disasters, serious man-made accidents, and other potential threats, with reinforcing posts.  
d. Computer or communications centers must be constructed so that they are protected against fire, water 
damage, vandalism, and other threats known to occur, or that are likely to occur at the involved locations.  



66 
 

e. All mission critical computer or communications centers must be located such that redundancy exists for 
access to electrical power and communications lines.  
f. To minimize potential damage from smoke and fire, kitchen facilities should be located away from (including 
not directly above or below) multi-user systems, and to reduce the threat of water damage, rest room facilities 
should not be located directly above these systems. Computer rooms should not have windows to public areas 
as windows can be used to gain unauthorized entry as well as to remotely observe both activities and sensitive 
information.  
g. Computer facility rooms must be equipped with doors that automatically close immediately after they have 
been opened, and where feasible, set off an audible alarm when they have been kept open beyond a certain 
period of time.  
h. Fire walls surrounding computer facilities must be non-combustible and resistant to fire for at least one hour. 
All openings to these walls including doors, wiring conduits and ventilation ducts should be self-closing or 
sealed (wiring conduits) to resist fire for at least one hour.  
i. A separate storage area must be used for supplies and equipment. When delivering supplies, delivery 
personnel must not be able to directly access rooms containing multi-user computer facilities.  
j. All computer centers must be equipped with fire, water, and physical intrusion alarm systems that 
automatically alert those who can take immediate action  
 
1.12.7.2(B) REMOVAL OF EQUIPMENT/DATA FROM PREMISES  
 
Purpose  
The intention of this policy is to make sure that workers do not steal and/or lose equipment and protected health 
information. This policy addresses electronic storage media, microcomputers (PCs), and other portable devices 
and medical records. It attempts to prevent privacy violations, intellectual property theft and sabotage.  
In addition, this policy addresses employee owned equipment. The policy attempts to deter employees from 
using their own equipment within the work environment to reduce issues of liability, and the possible introduction 
of viruses. The policy requires that a proper inventory of equipment that is owned, leased, rented, or otherwise 
controlled by the organization be maintained on an ongoing basis. The Shawano County computer use policy 
shall be in force and enforced at all times.  
 
Policy 
a. Cellular telephones, portable computers, palm pilots, modems, printers and related Technology Services 
equipment must not be utilized with official county equipment. Equipment can be released for long-term off-site 
utilization such as telecommuting activities with proper management approvals. The department responsible for 
the maintenance and inventory of the equipment involved must document any temporary or long-term removal 
of equipment.  
b. The County will establish procedures for computer storage media such as CD-ROMs, tapes and disks 
containing PHI when it is removed from the premises. This applies to paper files and reports as well. All such 
removals of storage media must be documented appropriately within the department.  
c. No personal equipment, including cellular telephones, portable computers, palm pilots, modems, printers, 
digital cameras and related systems equipment may be utilized with county equipment without proper approvals 
and documentation.  
d. All computer and communications equipment must have a unique identifier attached. This will facilitate the 
process of maintaining regularly conducted physical inventories. The unique identifier should be a computer-
sensed marking such as a bar code, and should be difficult to view with the naked eye, or may be etched into 
the equipment to prevent removal.  
e. Office computer equipment including desktop computers, fax machines, LAN servers, and communications 
equipment must not be moved or relocated without proper management approval. A formal request process 
shall be established to coordinate the appropriate support resources necessary for moving equipment and/or 
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configuring equipment. This includes resources responsible for installing communications wiring and power 
sources.  
 
1.12.7.2(C) WORKSTATION, FAX AND PRINTER LOCATION/POSITIONING  
 
Purpose  
The intention of this policy is to mitigate the threat of unauthorized viewing of protected health information 
displayed on a computer screen, or the unauthorized access to a hard copy report or fax.  
 
Policy  
a. The display monitors for all equipment that processes sensitive data must be positioned such that they 
cannot be readily viewed through a window, by persons walking in a hallway, or by persons waiting in reception 
and other public areas.  
b. Fax machines and computer printers used to print sensitive data must be located so that printouts cannot be 
viewed through a window, by persons walking in a hallway, or by persons waiting in reception and other public 
areas.  
c. Workers using portable computers, other portable devices such as PDAs, and paper records should be aware 
of their position with regard to unauthorized viewing of PHI, and take precautions to minimize the risk of 
unauthorized access  
 
1.12.7.2(D) LOCAL ACCESS CONTROLS  
 
Purpose  
The intention of this policy is to ensure that suitable physical access controls are in place for computer centers, 
telephone call centers, archival file vaults, and other places where critical or sensitive information is handled. 
The access control mechanism should be appropriate to the criticality, value, and/or sensitivity of the 
information, as well as the location of the site.  
 

Policy 
a. Staff should make every effort to conceal or screen paper charts, medical records, faxes and other 
documentation containing PHI. Electronic records should be closed or screened when not needed for access. 
Verbal communication should be conducted in the most discreet manner possible.  
b. Computer printouts, faxes, medical records and other paper records should not be left in open work areas so 
as to expose the contents of the records. Files and papers should be put away when not in use.  
c. Medical Records and charts should be kept and updated in appropriately designated areas. 
d. File cabinets should be locked when not appropriately supervised. 
e. Archival vaults should be closed and locked when not supervised. 
f. Faxes, computer printouts, and copies / originals should be collected as soon as possible and appropriately 
filed.  
g. All activities related to the handling of sensitive information must be conducted in areas that are physically 
secured, and protected against unauthorized access, interference, and damage.  
 
1.12.7.3 SHAWANO COUNTY HIPAA FORMS  
 
a. Shawano County Notice of Privacy Practices 
b. Acknowledgement of Receipt of Shawano County Notice of Privacy Practices 
c. Business Associates Agreement 
d. Shawano County Authorization to Release Confidential Information (PHI) 


